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1 EXTERNAREFERENGE

1 BarcodeSymbology

URL

Specified in ISO/IEC 15417:2007

2 Non addressed
Encryption

https://www.ehealth.fgov.be/binaries/website/en/Cookbook Unknown Recipients
-0.pdf

3 Addressed Encryption

https://www.ehealth.fgov.be/binaries/website/en/Cookbook ETEE knownrecipien
2-1.pdf

4 STS Cookbook

Document is in attachment. Final URL will be included once available ealtlet
portal.

5 eHealthcertificates

https://www.ehealth.fgov.be/binaries/website/en/requesting_eHealth _Certificates |
2-0.pdf

6 eMed-ecare Use cases

https://www.ehealth.fgov.be/binaries/website/fr/pdf/eMedeCare_fr.pdf
https://www.ehealth fgov.be/binaries/website/nl/pdf/eMedeCare_nl.pdf

7 Barcode print guideline

Specified in ISO/IEI5416

Tablel ¢ External references
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2 INTRODUCTION

2.1 RECIESOLUTION

The Recipe solution concerrs the generic (i.evalid for all types of prescription: pharmaceutical, physiotherapist,
nursing ...Xransfer ofprescriptiors from the prescriber to the care provider, for example from the general practitioner
(GP) to the pharmacist, chosen freely by the patient or framgpecialist to the physiotherapist.

With the Recipe solution, data can be sent between various actors with a high level of security. This technological
innovation also offers improvements for everyone involved in the project. Below is a list of thesl addlie that the
Recipe solution offers:

Ensure roles and responsibilities of everyone;

Integration with medical platforms for the identification of the actors, the security of the data and the control
of the insurability of patients to ensufeg eHeal, MyCareNet)

Improving the administrative process@neduce administrative burdens

Reduce erroneous prescriptions (errors in prescriptions)

Relationship between the electronic atitk paper stream is guaranteed

Traceability of the data between the diffemt actors.

Traceability of the data access (consult) for privacy logging

w
w

eEeeee

There are also immeasurable positive impacts foreseen thanks to the solution:
w Enhancing of the process (less fraud by avoiding patients to create fake prescriptions);
w X

Technicalf speaking Recipis notonly a system that manages naldressed messages in the health sector. Redp

also a system that provideslvanced functionality such gsescription state, prescription validation, unique document
Yy dzY o SNR y 3 X

MyCareNet MyCareNet
diensten diensten

e et

Prescriber
(bijv. arts)

Zorgverlener
(bijv. apotheker)

Software = = Software
Voorschrijver I - eHealth systeem m' - eHealth systeem . ST G

Legende

via Internet

Patiént . )
Recip-e perimeter

Software voor de professionele
medewerkers van de
gezondheid

Diensten gebruikt door
Recip-e

HEE

Figurel ¢ Recipe Solution Overview
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2.2 DESCRIPTION AND POBBOF THE INTEGRATICRESIFICATIONS

This document establishes a set of requirements for the interface between Prescription SoffweacetorSoftware

and the RECHE system It identifies agreeelpon design requirements and constraints that must be satisfied by the
interfacing software. This document is intended for use by the developers of the applications identified, and by the test
organizaions responsible for the testing of these applications.

2.3 RESPONSIBILITY FGIRSTDOCUMENT

This document is created and maintained by the RIEEGHam.

2.4 DOCUMENT SCOPE

This document outlines the interface requirements to support the following busiaesats for Prescription Software
(doctors, dentistX §P] and Executiosoftwared LIK I N I OA dE]:> y dzNARS&a X0

Create Prescription [P]

(Un)Delivera prescription [P|E]

Cancel a prescription [P|E]

Create[E])/Read [P] a feedback for a prescription
Address[P]/Read|E] a prescription notification
List/Read Prescription [P|E]

=A =4 =4 =4 -8 -4

The document also details the requirements to support the following technical events:

1 Encryption
1 Authentication

Changes are required in Prescripti@xecutorsoftware to intggrate with RECHE. This document will detail integration
procedue expected to be implemented hifie Software Providers of said software.

b2GSY ¢KS 4021 2F (KAa R20dzySyid eératt 06S SEGSYRSR Ay
coming fom MyCarenet services.

2.5 ADDITIONAL INFORMAN

This document mainly presents technigalormation regarding integration with Recip. A clear view othe functional
scope of Recig can be had by reading the use cases found in Ref 6

Furthermoe, the management of electronic prescription has strong dependencies with generic services provided by
eHealth platformMore information can be found idocuments Ref : 2, 3, 4 and 5.

Strictly confidentiat ForRecipe project membeuse only Page |8
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3 INTEGRATION OPTIONS

Software providers have two options to integrate with Reeip

1 Optionl: integration modules: Recip provides a reference implementation of a full client able to achieve the
different functionalitiesin scope (including authentication and encryption)e3é& modules are delivered as
JAR/DLL libraries. The code of the modules is Open Source (Java code delivered with Apache V2 License)

1 Option2: web services: Recip exposes a set of standard web services that allow achieving the different
functionalities in scope. This option implies that some technical processing must be performed on client side
(such as encryption, authentication at eHealfFijis technical processing must be implemented by software
providers.

Note: The option 1 should be the default option.

Strictly confidentiat, ForRecipe project membeuse only Page |9
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4 RESPONSIBILITIES

The software provider will have to make sure that his application fulfdetaf requirements and thus whatever the
integration option chosen.

4.1 IDENTIFICATION OFETRATIENT

The Patient must be identified by hisISSnumber (also named NISZ, NIS$id SSIN Therefore, the health care
software has the responsibility to provide a verified/validatBts Srumber.

4.2 PRESCRIPTION FORMAT

A prescription is defined as being a specific XML KMEHR message (Kind Message for Electronic Healthcare Record) ¢
type  pharmaceutical prescription.  This format is  furtherdescribed on  eHealth  website:
https://www.ehealth.fgov.be/standards/kmehr/en/home/home/index.xml

On the one hand he prescription software has the responsibility to generate a valid KMEHR prescriptiotiheother
hand, executor software must be able to load such valid prescription.

The validation of the prescription consists itwa-stepvalidation process:

M XSD validation
1 Additional validation

The validation is automatically performed by Reeimtegraton Modules (Integration Option 1).

4.2.1KMEHR XSD VALIDATION

The XML schema defining the KMEHR standard (XSD file) is provided in the-¢tiecippackage and can be found on
eHealth website at this URhttps://www.ehealth.fgov.be/standards/kmehr/en/home/home/index.xml

G GKA& Y2YSyidz (GKS LINBaONR L2060t DB ORY LI BB cgitiS TM i)
be downloaded at this URL:
).

4.2.2ADDITIONAL ADATION

Thekmehrstandarddefines many different type of message regarding the healthcare sector. In the first stage of Recip
e (pilot), only pharmaceutical prescription is accepted. However, in the next phases, the system will accept other kind of
prescription (new version of this document will be available).

For pharmaceutical prescription, additional verifications must be performed before uploading the prescription in Recip
e system.

The table bellow describes the different checks to be performed.eaahcheck,a XML XPATH is defined. The result of
the XPATH query must return the result defined in column "Expected Number of record"

Must contain1 /kmehrmessage/folder/transaction/cd[@S="EIRANSACTION 1

prescription and @SV="1.0" antkext()="pharmaceuticalprescription’]

Must containbetweenl /kmehrmessage/folder/transaction/heading/item/cd[@S="CD 1 to 10 (included)
and 10 items ITEM' and @SV="'1.0"]

Valid PatientFirst name /kmehrmessage/folder/patient/firsthname 1

Strictly confidentiat ForRecipe project membeuse only Page |10
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Valid Patient Family /kmehrmessage/folder/patient/familyname 1

name

Valid Patient ID /kmehrmessage/folder/patient/id[@S="HPATIENT' and 1
@SV='1.01

Valid Prescriber /kmehrmessage/header/sender/hcpartyfifstname 1

Firstname

Valid Prescriber Family /kmehrmessage/header/sender/hcparty//familyname 1

name

Valid Prescriber ID /kmehrmessage/header/sender/hcparty/id[@S=HCPARTY"' 1
and @SV='1.01

Table2 ¢ Kmehr validation checks

For more information about XPATH queries, please reféttm//www.w3.org/TR/xpath/.

4.2.3SAMPLE PRESCRIPTION

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<kmehrmessage xmins="http://www.ehealth.fgov.be/standards/kmehr/schema/v1">
<header>
<standard>
<cd S="CD-STANDARD" SV="1.1">20100601</cd>
</standard>
<id S="ID-KMEHR" SV="1.0">14675011004.20090110090000000</id>
<id S="LOCAL" SL="ID-RECIPE" SV="1.0">8elc4eas-3825-48e4-bcc2b8cadfa7a897</id>
<date>2010-08-01</date>
<time>09:00:00</time>
<sender>
<hcparty>
<id S="ID-HCPARTY" SV="1.0">14675011004</id>
<cd S="CD-HCPARTY" SV="1.0">persphysician</cd>
<name>Dr. Duck Donald</name>
</hcparty>
</sender>
<recipient>
<hcparty>
<id S="ID-HCPARTY" SV="1.0">RECIPE</id>
<cd S="CD-HCPARTY" SV="1.0">orgpublichealth</cd>
<name>Recip-e</name>
</hcparty>
</recipient>
</header>
<folder>
<id S="ID-KMEHR" SV="1.0">1</id>
<patient>
<id S="ID-PATIENT" SV="1.0">87990949113</id>
<firstname>Fred</firstname>
<familyname> Flintstone</familyname>
<birthdate>
<date>1933-10-23</date>
</birthdate>
<sex>
<cd S="CD-SEX" SV="1.0">male</cd>
</sex>
</patient>
<transaction>
<id S="ID-KMEHR" SV="1.0">1</id>
<cd S="CD-TRANSACTION" SV="1.1">pharmaceuticalprescription</cd>
<date>2010-08-01</date>
<time>09:00:00</time>
<author>
<hcparty>
<id S="ID-HCPARTY" SV="1.0">14675011004</id>
<cd S="CD-HCPARTY" SV="1.0">persphysician</cd>
<name>Dr. Duck Donald</name>
</hcparty>
</author>
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<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<expirationdate>2013-08-01</expirationdate>
<heading>
<id S="ID-KMEHR" SV="1.0">1</id>
<cd S="CD-HEADING" SV="1.1">prescription</cd>
<item>
<id S="ID-KMEHR" SV="1.0">1</id>
<cd S="CD-ITEM" SV="1.1">medication</cd>
<content>
<medicinalproduct>
<intendedcd S="CD-DRUG-CNK" SV="2.0">0318717</intendedcd>
<intendedname>Adalat Oros 30 (c) 30mg </intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CD-LIFECYCLE" SV="1.0">prescribed</cd>
</lifecycle>
<quantity>
<decimal>1</decimal>
</quantity>
<frequency>
<periodicity>
<cd S="CD-PERIODICITY" SV="1.0">D</cd>
</periodicity>
</frequency>
<dayperiod>
<cd S="CD-DAYPERIOD" SV="1.0">evening</cd>
</dayperiod>
<posology>
<text L="nl">1x</text>
</posology>
</item>
<item>
<id S="ID-KMEHR" SV="1.0">2</id>
<cd S="CD-ITEM" SV="1.1">medication</cd>
<content>
<medicinalproduct>
<intendedcd S="CD-DRUG-CNK" SV="2.0">1085885</intendedcd>
<intendedname>Actrapid HM Penfill (c) 1001U/ml
</intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CD-LIFECYCLE" SV="1.0">prescribed</cd>
</lifecycle>
<quantity>
<decimal>1</decimal>
</quantity>
<posology>
<text L="nl">2x/d 12E voor de maaltijd SC</text>
</posology>
</item>
<item>
<id S="ID-KMEHR" SV="1.0">3</id>
<cd S="CD-ITEM" SV="1.1">medication</cd>
<content>
<medicinalproduct>
<intendedcd S="CD-DRUG-CNK"S V="2.0">1077718</intendedcd>
<intendedname>Insulatard HM Penfill (c) 1001U/m
</intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CD-LIFECYCLE" SV="1.0">prescribed</cd>
</lifecycle>
<quantity>
<decimal>1</decimal>
</quantity>
<posology>
<text L="nl">1x/d 7E voor het slapen</text>
</posology>
<[item>
<item>
<id S="ID-KMEHR" SV="1.0">4</id>
<cd S="CD-ITEM" SV="1.1">medication</cd>
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<content>
<medicinalproduct>
<intendedcd S="CD-DRUG-CNK" SV="2.0">1057959</intendedcd>
<intendedname>Spironolactone E.G. (c) 100mg
</intendedname>

</medicinalproduct>

</content>

<lifecycle>

<cd S="CD-LIFECYCLE" SV="1.0">prescribed</cd>

</lifecycle>

<quantity>
<decimal>1</decimal>

</quantity>

<frequency>
<periodicity>

<cd S="CD-PERIODICITY" SV="1.0">D</cd>

</periodicity>

</frequency>

<dayperiod>
<cd S="CD-DAYPERIOD" SV="1.0">morning</cd>

</dayperiod>

<posology>
<text L="nl">1x/d</text>

</posology>

</item>
</heading>
</transaction>
</folder>
</kmehrmessage>

4.2.1CHECKINGETTIN@HE AUTHOR OF THEEBRRIPTION

For prescription software, the prescriber defined in the KMEHR prescription must be the same as the user owner of the
session (SAML session created by the service createSession()).

For executor softwaresince the Recige system does not see the conteaf the prescription itself, it is up to the
software of theexecutorto check that the name of the prescriber corresponds with the author as entered in the Kmehr
message.

4.2.2PRESCRIPTION TYPE

2 KSYy (GKS LINBAONRLIIAZ2Y a2F06FNB A& ONBFGAYy3I | LINBaONR LI

During the pilot phase, only pharmaceutical prescriptions are in scope. Currently we have defined following 4 types of
pharmaceuticaprescriptions
- POor PP Pharmaceutical prescription
- P1:Pharmaceuticaprescription that necessitates &fNX | G A 2y 2y (dbifty LI GA Sy (i Qa Aya
- P2 :Pharmaceutical prescriptiothat necessitatesittestationinformation

The PP pharmaceutical prescription is only a temporary one, and will be dropped in the future in favor of the PO, P1 and
P2 types. The software providers are encouraged to already implement the distinction between PO, P1, and P2. This
distinction carbe made by looking at the BCFI database and the prescribed medication.

In generalis expected from software provider to implement a solution operaty future updates of this prescription
type.

Note: this prescription type is important because it is used by the Redpstem to define access rights for executors.
The executor will only be able to reédecrypt)messages of types to which he has accésg. a pharmacist has access
to pharmaceutical prescriptions)
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4.3 NOTIFICATION FORMAT

When aprescribercreates a complex prescription, he has the possibility to send a notification message to a specific
executor containing indication regarding the content of the prescription to be prepared or ordered (however, a
notification message does nguaranteethat the patient will come to this dedicated pharmacyhe notification can

also contain a copy of the prescripti itself. The Notification message before encryption is a XML message that must be
compliant with following description.

4.3.1XSD VALIDATION

The File Notification.xsd provided in the Reeiplient package describes the format of a feedback.

Content of thefile:

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:km="http://www.ehealth.fgov.be/standards/kmehr/schema/v1"
xmins="http://services.recipe.be"
targetNamespace="http://services.recipe.be">
<xs:import namespace="http://www.ehealth.fgde/standards/kmehr/schema/v1"
schemalocation="../201006&kmehr/ehealthkmehr/XSD/kmehr_elements.xsd"/>
<xs:element name="notification">
<xs:complexType>
<xs:sequence>
<xs:element name="text" type="xs:string" maxOccurs="1" minOccurs="0"/>
<xs:element name="kmehrmessage" type="km:kmehrmessageType" maxOccurs="1" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

4.3.2SAMPLE FILE

<?xmlversion="1.0" encoding="1S88591"?>
<p:notification xmlIns:p="http://services.recipe.be"
xmins:xsi="http://www.w3.0rg/2001/XMLSchemastance"
xsi:schemal ocation="http://services.recipe.be notification.xsd">
<text>this is a notification</text>
<kmehrmessagefthe Kmehr prescriptionk/kmehrmessage>
</p:notification>

4.4 FEEDBACK FORMAT

When requested by the prescriber, a Feedback may be sent back by the prescription executor (pharmacist) once
prescription is delivered. The Feedback before encryption is a XML message that must be compliant with following
description.

4.4.1XSD VALIDATION

The File Feedback.xsd provided in the Reeipclient package describes the format of a notification.

Content of the file:

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins="http://services.recipe.be"
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targetNamespace="http://services.recipe.be"
<xs:element name="feedback">
<xs:complexType>
<xs:sequence>
<xs:element name="text" type="xs:string" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

4.4 2SAMPLE FILE

<?xml version="1.0" encoding="1$88591"?7>
<p:feedback xmlIns:p="http://services.recipe.be"
xmins:xsi="http://www.w3.0rg/2001/XMLSchemastance”
xsi:schemalocation="http://services.recipe.be feedback.xsd">
<text>this is a feedback</text>
</p:feedback>

4.5 AUTHENTICATIG®NAUTHORIZATION

4.5.1DEFINITION

In this documentwhat is namedthe Recif G aSaair2yé A& Ay LINFOGAOS | {! a]
by the care provider, this token allows calling each one of the Resigrvices. The validity of this token is limited in
time.

4.5.2SESSION CREATION

The authenticatiormust be done at session staup and uses

w elD of aphysicaluser(+ PIN code)
w organizationakHealth Certificatelinked to a particular software installation and containing a responsible
person

This authenication is validated by eHealth and a work session (by means of a SAML token) is gefi@@tadidity of

the session is sector dependant. This should be a variable defined with default and maximum valiés as

Prescribes and12H for ExecutorsThis also means that the prescribers and executors will have not have to enter their
elD and pin more than once or twice per day (i.e. after their session token expires)

Following combinations will be allowed access the Recipsystem:

Prescriber (e.g. doctor)  e-ID of prescriber eHealth certificate containing a responsible (does not h:
to be a pharmacist; e.g. doctor himself when single doc
main doctor in doctors practice, main responsible
K2aLWAGFfX RANBOG2NI Ay NBi

Pharmacist e-ID ofpharmacist EHealth certificatéinked to the pharmacy (identified by th
NIHIHPHARMAQY This certificate also contains a
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resporsible (does not have to be a pharmacist; e.g. ow
of pharmacy)
Non-Pharmacist Executor e-ID of executor eHealth certificate containing a responsible (does not h
(e.g. physiotherapist, G2 0SS +y SESOdzi2zNT So3aod R
ydzZNES X0
Table3 ¢ Authorization combinations

For prescriber, as stated in the Certificate column, the certificate can be of different types:
1. ! LINAGIFGS LINF OGAOS OSNIATFTAOIGS ORSydGAaids aLISOALFT AaACL
2. A group practice certificate : groypactice identification number (provided by eHealth)
3. A Retirement home certificate : identified by a NIRETIREMENT
4. A Hospital certificate: identified by NIHHOSPITAL.
This is also valid for nurses.
For Pharmacists: The certificate must be the oneelihto the pharmacy (identified by NIFRHARMACY).
The software provider habie responsibilitto make sure that the carprovider:
- Has a valid card reader setup on his machine, this reader must be able tBe&dmEID card (card reader

requirement are described on web sitdtp://eid.belgium.be)
- Hasavalid eHealth certificatstored in a secured Keystore (p12 filRefer to doc [5].

4.5.3SESSION CREATIONLBANCK

A fallback exists to create the session in case ottre provider does not have his EID with hhis EID is broken,....
This fallbackises the encryption key of the prescriber or executor (used for addressed encryption), instead afieising
EID.

Thesession created with the fallback mechanism is limited in time tdtfld time is configurable, and will be further
refined during the course of the pilotThis means that every hour, the care provider will have to enter is user (his nihii
id) and his password (the passphrase of the keystore containing the eHealth certificates).

This fallback shall not be the default authentication solution. On top of that, it is expected from software vendors that
they does not automate the user/passwortput (no password recording possible).

Technical details of the fallback function are being further worked out, and any further requirements to do with the

fallback solution, will be defined in a later version of this document. In order not to delay delivery of integration with

the Recipe soldion, at this time, the integration module already foresees an interface for the creation of the fallback
sessionWSFSNJ (2 FdzyOiAz2y GONBFGSCIHftol O1{SaaAraz2yove F2NJ Y2N

4.5.4SESSIONTOP

Once authenticated, modules keep in memory the SAML tokieis. SJAML token is a key element is authentication
mechanism and therefore must be destroyed if the care provider does not need to useeRs=riyices any more.

It is expected from software provider that this session is correctly destroyed (See APISedsamh) once the care
provider shutdown hisoftware/computer.

Software providers also have the possibility to secure even more this token by unloading it in case of care provider
inactivity. Ex: if therescriberdo notuse his software for a defined ged (ex: 30 minutes), the session is automatically
unloaded. If the prescriber wishes to use a Recgervice agairhe will have to enter his PIN code
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4.5.1ACCESS TO KEYSHOR

Since the keystore contains the different certificates and public/private keg péople using the pc, special attention
should be put on the protection and access to this keystore. The software vendors are expected to adhere to following
points:

1 The software should allow the endser to easily delete his personal keys from the ks The taken
approach should be usériendly (e.g. without the user having to enter the different keystore commands)

T ¢KS a2F0o6I NB akKz2dZ R +ft2¢ Iy FTRYAYAAGNI GABS LISNAZ2Y
easily delete any of the persal keys from the keystor&he taken approach should be udaendly (e.qg.
without the user having to enter the different keystore commands)

1 The software should enforce that only the user to which the keys belong, has access to his personal keys. This
to prevent for instance the case where a user would be able to start an emergency session in the name of
another usewhose keys reside in the same keystoFéis can for instance be done by linkihg concept of a
user account to the password which is dge access the private keys of a particular user.

4.6 BARCODE SPECIFICATIO

On top of the prescription, a new barcode will be found that contains the Retipof the prescriptionThis barcode
needs to be compatible with the current barcode readers foimgharmacies.

4.6.1FORMAT REGIP
The RecifD (or RID) has form&BPPXXXXXXXKere
w BEisa 2character alphanumerical id that stands for tbeuntry (BE = Belgium)
w PP isa 2character alphanumericad that stands for the type of prescriptiqPP=¥ 3 S y @hatihacetical
prescriptionyp w S TPgesttipiich Type &4 SOGA 2y F2NJ Y2NB AYyF2NNIGA2Y 2V
w  XXXXXX4n8-charater alphanumericakequence 1D

The alphanumerical characters can be numbers or uppercase letters:

0 Possible characters af123456789ABCDEFGHKLMNPRSTVWXYZ
o Due to possible ambiguity letters O, Q, I, J, U and V are not used

The ReciD will be provided by eHealth during the creation of a prescription.

4.6.1FORMAT BARCODE
The 128A4ormatisused for the barcodeThe barcode symbology specified inSO/IEC 15417:2007

Example:

BEPP12345678

4.7 PRINT PRESCRIPTIBAR PRESCRIBERS)
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4.7.1BARCODE

The Prescription software must print the prescription ID as a barcode on the paper prescription.

The prescription layout is defined on indnaiv portal:
- NL :http://lwww.inami.fgov.be/drug/nl/pharmacists/papers/prescriptions/index.htm
- FR http://www.inami.fgov.be/drug/fr/pharmacists/papers/prescriptions/index.htm

This bacode must be printed in the upper part of the prescription.

The print quality of the barcode must be compliant with the 1ISO15416 specification (Bar Code Print Quidkfine:
this specification describes requirement in term of quiet zones, refleet@®@ y (G NI a4 X0 ®

Strictly confidentiat, ForRecipe project membeuse only Page |18


http://www.inami.fgov.be/drug/nl/pharmacists/papers/prescriptions/index.htm
http://www.inami.fgov.be/drug/fr/pharmacists/papers/prescriptions/index.htm

> i tagether
Application Analysis accenture m —
Responslbllltles High performance. Delivered. 2oy

EPPazllbb2Z
! Naam en voornaam van de voorschrijver
Foo Bar
1.13424.66.004

DOOR DE VOORSCHRIVER IN TE VULLEN:
naam en voormaam
van de rechthebbende:

Voorbehouden aan het R/
verpakkingsvignet

Stempel van de voorschrijver Datum en handtekening van de
voorschrijver

Ultvoerbaar vanaf voornoemde datum of
vanaf:

GENEESMIDDELENVOORSCHRIFT

Figure2 ¢ Sample prescription

4.7.2MEDICATIONS
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The list of medications must be printed on the prescriptforiddle rightarea ¢ KA & GLINAYy Gl ot Sé¢ | NB
lines and characters per line.

Thelimit is currently set to 10 lines with ea@® charactersEach medication must be printed on a dedicated line. If a
medication is printed on two lines, the prescription software must make soa¢ the overall prescriptiordoes not
exceed 10 lines. If this the case, a new prescription with a new RID mustréated.

4.8 ARCHIVING (FOR EXEOB SOFTWARE

The executor has the responsibility to archive the prescription and its -cheti once delivered.

Recipe recommendghat the archivecontainfor each delivered Prescription:
- ¢CKS LINBAONARLIIAZ2Y AYy F2NXIG a{SItSRC2N]yly26ye O00GKA?Z
document). It contains digital signature of the prescriber.
- The timestamp ID provided by Ree® It gives the proof that the prescription has egtata specific point in
time
- The Encryption Kefpr the prescriptionprovided by eHealth.

When using the integration modules a#iquired information isreturned by the getPrescription functiorfsee5.3.10
"getPrescriptiofi (for Executor]Executor Integration Modulg]

- PrescriptionvariableW a S I £ S Rin tBeyfaiudy6fith@ getPrescription function

- Timestamp ID@F NA I 6 f S W iintNeSeiuinlofthelgeyPEEcRofon function

- eHealth encryptionkeyd | NR I 6 f S W & yhOndthri &if the2ggtRr&érigtion function

When using the web servicepart of the informationis returned by the getPrescripticaction of the ExecutorServices
webservice(see 6.3.10"getPrescriptiofi (for Executor)ExecutorServicep, part of the information is returned byhe
getKey operation of the-Health KGS®eb servicgsee6.2.6.2KGSH
- PrescriptonSt SYSy i WLINBAONARLIIAZ2YQ Ay
- TimestampIDSt SYSy i WGAYS&GI YLAY3ILRQ A
getPrescription
- eHealthencryptionkeyst SYSy G w1 SéQ Ay (KS R

)

R SofgstBreddriftian O2 y i S
0§KS RBONBLIISR O¢2

< R

(Vs
O

NE

—

JiSR O2yidSyid 2

Furthermore, Recifg recommendghat
- the archiving happens in a secure way (e.g. secure communication, secure &torage
- since the information stored in the archive allows insight into the prescription data, access to the archive
should be restricted to the pharmacist responsible for the archived prescription, and parties having rights to
the information forapai A Odzf  NJ ySSR 6S®3d tS3It Ay@SadAadardizyas
- each archiving is linked to a unique keyndthe executor software stores the link between the archiving
unigue key and the RecipID

Besides thisthe executor software has the responsibility to notify Reziwhen theprescription has been archivday
using the MarkAsArchived functionality (sée3.13'markAsArchived" [Executor Integration Modul&@hen using the
integration module, and.3.13"markAsArchived" [Execut@ervicebwhen using the web servicegjrom this moment
on, the prescription carbe deleted in the central Recip system.

4.9 PERFORMANCE METRUPEOAD

During the pilot, Recig needs to receive information about performances of services used in the solution (such as
eHealth response time, create Prescription response time). These performance metrics do not contain information
regarding care provider worfonly response times of technical serviceB)e care provider must be warned that such
metrics are collected on his workstation. Reeigxpects that software providers warned their care provider before the
activation of the collect.

Depending on the legration Option:
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1 Option 1¢ with modules: the collect of performance measures is included in the module. A CSV file is
generated under the execution directory folder. This file is uploaded on a regular basis ore Reriger
(Activation and frequencis defined in thelog4j.xmlconfiguration file by default is is uploaded once day in
background.

1 Option 2- with web services: software providers must store in a local CSV file all services response times. This
file should be uploaded on Reedpserver ora regular basis (application staup, during the night...).

The file structureshould be the default perf4j structure (Seé )
Sample:
start[1280418692984] time[1945] tag[ExecutorintegrationModule#getPrescription.success]
start[1280418695489] time[ 50] tag[ExecutorintegrationModule# createSessionsuccess]
Where
o Start : is the start date of the service call (universal date as a long)
0 Time is the time to call the servige ms
o ¢F3 Aa GKS yIYS 2F (KS TFdzyOlAz2y e2dz K @S OFftfS
response youeceivefrom the service.
Once collected, the file should becompressed (gzip) anduploaded with the service
[PescriberExecutor]Servicepload().
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5 INTEGRATION OPTIGQNMODULES

5.1 OVERVIEW

75.1.1 PRESCRIBER SOFTWARE

The section below describes the technical scope of the development work, concerning functionalities to foresee by the
Software Provider in the software of ttf®oftware Provider to integrate with the Rea@psystemand eHealth

¢KS TFTA3IdzNB o0St2¢6 aKz2ga |ff GKS OGAaAz2ya G2 o06S LISNF2NXYS
integrated with the Recig system.

createSession()

SAML Token=—

eHealth
Services

createPrescription
(KmehrMessage)

eHealth ESB

Doctor IREBp-{=
Integration
Softwn “7e Module

Recip-e
Central

System

ListOpenPrescriptions

Figure 3 ¢ Integration Option 1 (Integration Modules) Prescriber

The red rectangle represents the software of the Software ProvimePrescribersThe green rectangle represents the
Recipe integration module which allowiateracting with the Recig central systenand eHealth common services

We consider two types of functionalities:
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Communication functionality provided by the Reeifntegration module (or, if the Software Provider opts not
to use the Integration modulgp be implemented by the Software Provider, basedtlois documenj - arrows
between the green and red rectangles

Internal functionality within the Software Provider softwageirclearrows within the rectangle

Communication functionality:

1.

SessiorManagement:

a. Create SessionSend a session creation request to eHealth

b. Load Sessian_oad a previously loaded session

c. Unload SessionUnload the current session
CreatePrescription Send a prescription tthe Recipe Integration moduleThe software reeives irreturn the
RID(Recipe ID) The prescriber can decide if want to get a feedback from the executor.
Send Notification Theprescriberhas the option to send aotification directly to an executarThis could for
instance contain a prescriptidio prepare or a personal message
ListFeedbackAsk for feedbackent by executarln return the software receiveall feedbacksaddressed to
him.
RevokePrescription:If the prescriberchooses so, he camevoke/canceh prescriptionThe cancellation of a
prescription by theprescribershould be communicated to the Reeagsystem. The cancellation request is sent
to the module with the Recig unique identification numbemR1D. Theprescriberreceives aonfirmation that
the prescription has been cancalle
List Open PrescriptionsThe Software Provider software requests an update from the Recigntral system
concerning the status of its prescriptionsolitainsa list of prescriptiors with their status.
Get PrescriptionThe Software Provideran retievea prescription previously created.
Update Feedback Flaghe software provider change the feedback flag set previously (Action 1)

Internal functionality

A. Identify the patient through
1 the NISBNISZnumber found on the patients ID card
9 information on the patients SIS card
91 information on the patients mutuality sticker
9 directly into the system thexecutor(if the patient is already in the system)
B. Use MyCareNet services such as patiggtits such agsurability (this isurrently not in scope of the
integration specificationdyut is included here for clarity sake)
C. Create a prescription in the Software Provider software and attach it to the patient record in the Software
Provider software
D. Add the unique identification nubrer (Recipe ID) of the electronic prescription (received from Regjpto the
prescription, and print the prescription witRIDon it in barcode format
E. Theprescriberhas the option to send a message directly toexecutor This could for instance coritaa
recipeto prepare or a personal message. The Service Supplier software needs to alloregbeberto input
such a message
F. Insert the received feedback into the patient record in the Software Provider software
G. Cancel the prescription from the patierecord in the Software Provider software (only when requested by the
prescribe)
H. / 2yadzZ G hLISY t NBAONRLIIA2Y 0LINS & O R péifcknante réagohsiither NB
list of openprescription can be updated in batch mode (e.g. once a day).
5.1.2 EXECUTOR SOFTWARE
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and the way it is to be ingrated wih the Recipe systemand eHealth services

-ff—createSession():

— SAML Token=

| GetPrescription(RID)

Recip-E MarkAs(Un)Delivered(RID) Pharmacist
B Ee—

Integratio
n Module Software

MarkAsArchived(RID)

3 CreateFeedback(XMLFeedback|
Recip-e
Central
System

ListAddressedPrescriptions()

~——

Figure4 ¢ Integration Option 1 (Integration Modules) Executor

Communication functionality

1. Session Management
a. Create SessionSend a session creation request to eHealth
b. Load Sessian_oad a previously loaded session
c. Unload SessionUnload the current session
2. Get PrescriptionGet the prescription using the ReeD found in barcode format on the prescription
provided by the patient
3. Mark PrescriptionAs (unylelivered: Software Provider software signals the Reeigystem that the
prescription (or at least one item on the paption) has been delivered. The Integration module returns a
Confirmation
4. Mark PrescriptionAs archived Software Provider software signals the Reeigystem that the prescription has
beenarchived The Integration module returns@onfirmation
5. Send feelback:Send feedback on the prescription to tpeescribersystem (the feedback must contain the
name ofprescriber patient name and prescription to which it relates). The Integration module returns a
Confirmation.
6. ListNatifications: Get allnotifications from prescriberglirected to thisexecutor Theprescribercan send a
text message to a specifixecutor (e.g. could contain gecipeto be prepared). The Integration module
returns a Confirmation.

Internal functionality

A. Identify the patient through

1 the NISBNISZnumber found on the patients ID card

1 information on the patients SIS card
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91 information on the patients mutuality sticker
1 directly into the system thexecutor(if the patient is already in the system)
B. Identify the prescription by reading ¢hbarcode containing the prescription number on the paper prescription

Check the insurability of the patient on MyCareNeiq iscurrently not in scope of the integration
specificationsbut is included here for clarity sake)

D. Translate the prescriptioreturned from the Recig system into the internal format of the Software Provider
software, save the prescription in the Software Provider software, and show the prescription to the pharmacist

E. Create feedback for the prescriptiemproviding an additionagcreen that allows the introduction of feedback
for a prescription. Multiple feedbacks on the same prescription are possible.

F. Get allnotificationsg Theprescribercan send a text message to a spea@fiecutor (e.g. could contain a
prescrifion to be prepared). The pharmacist software needs to be able to show this.

G. Archiving of the prescriptioronce archived (out of scope tfe specification)the executor software notifies
recip-e system.

5.2 INTEGRATION DETAIL

5.2.1APPROACH

The approach suggested to use Reziptegration modules is:
1. LYGS3aNY S lirkySur sofvar@rio Recipetbackend needed).
2. Configure the modules to udeecipe Acceptance web services (basic authentication) via the Belgacom VPN
(ask Accenture for url/user & passwords)
3. Configure the modules to use eHeatitatform (ESBSAML Services and EID authentication

15.2.1.1 MOCK

Each integrion moduleK | & | aY201¢ @SNRAZ2Y 2F GKS !tLd ¢KAA Y201
API.This mock version allows software vendors to update tapplicationwithout needing a real Recip backend.

For prescriberthe mock module i§ 6 S ®NB OA LIS®Of A Sy G @Y2 O] ®t NSAONROGSNLY G SINI
Y2RdzZf S A4 G40SONBOALIS POt ASYyliodY20] PSESOdzi2NLYGSANI GA2y a2

Samplenstanciationof the mockmodule

PrescriberIntegrationModule module = new PrescriberIntegrationModuleMock() :

55.2.1.2 BASIC AUTHENTICATION
Recipe webservices can be used in testvironmentusing basic http authenticatiofuser, password)To enable the
0FaA0 FdziKSYGAOl GA 2y 3 prép&rfih yo& canfiguradn BINE 3 a LI 34 62 NR¢E

Send a request to Reegpteam to get a test login/password and the web service URL ofehaces.
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55.2.1.3 EHEALTBERVICES

Once you have successfully integrated Recigervices, you will need to update your configuration to use eHeath

platform:
- Authentication: eHealth SAML services should be use to create a user sessiont¢®&MLTo enabléSAML
' dz KSYGAOFGA2YY NBY2@S (GKS alLl aag2NReé LINBLISND @
the eHealth STS URLs (line in comment to be uncommented)

- ESB: Send a request to Reeipeam to get the URL of Re@pservices via the eldéh ESB (an update of the

27T

integration module may be required), this request should include SSIN of your test users (thoses SSIN will be

declared as Prescriber/Pharmacist in the STS configuration).

5.2.2JAVA
¢KS WIw FAfSa 02yl heRédpe-cleyt.zii package @usth&Sadded t8 yoldds path 2 T

Then, add following import in your code:
import be.recipe.client.ExecutorIntegrationModule;
import be.recipe.client.PrescriberIntegractiontodule;

PrescribefExecutorAPIs can then be invoked using code:

Sample Code for Prescriber:

f¢ Module initislization
PrescriberIntegrationModule module = new PrescriberIntegrationModuler)

/f Login with the EID
String =session = module.createSession();
Systewm. cut.println("User successfully logged-in with session @ " + =session ) !

/f Inmitaligation of the prescription

Long patientId = S407123058811; // The niss nuwber of the patient

boolean feedbackRequested = true ; // Zet if the prescrikber want a feedback on the prescription
byte[] prescription = readPrescripticon(); // input the prescription as a EMEHR EML message
Jtring prescriptionType = "PE": // The prescription type : Fharwaceuticsl Prescription

/4 Create the prescription in Recip-e
String rid = mwodule.createPrescription (feedbhackRequested, patientId, prescription, prescriptionType ) ;

System. out.println("The prescription " + rid + " has been created successfully!™) !

Sample code for Executor:
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f/ Module initiaslization
ExecutorIntegrationModule module = new ExecutorIntegrationModule():

f/ Login with the EID
3tring session = mwodule. createSezgion():

Svstem. cut.println("User successfully logged-in with session @00 " 4+ session 1!

/4 The RID is entered by the pharmacist
3tring rid = "EEPPalbZc3d4dr™;

/4 The prescription is retrieved from Recip-=
GetPrescriptionForPrescriberBesult prescriptionBesult = wodule.getPrescription(rid) ;

byte[] prescription = prescriptionPFesult.getPrescriptioni):

Svstem. cut.println("The prescription "™ + rid + " has been successfully loaded @00 ™ +
new Stringiprescription)):;

w S F S Sdrvicehverdtorng e fiMllist of all available functions and their associated input/outpatameters.

C2NJ LISNF2NXI yOS NBI a2y a >xxirke§ratidnyddiilg shdultl e lddha énye akapplicatisrS O f |
start-up.

5.2.3DLL

The DLL file®2y G F Ay SR Ay GKS T2 REiakkzip REKageSniust de& addddF to yiolr $rojectS O A L
dependencies.

Then, add an import statement in your code. Sample code in VB.NET :

Imports  be.recipe.client

Then, the Recie client can be used with theode (VB.NET):

Dim prescriberIntegrationModule = New PrescriberIntegrationModule()
" Create the session with EID, use enters his PIN code
prescriberIntegrationModule. createSession()

Dim patientId As Long

Dim feedbackRequested As Boolean
Dim prescription

Dim prescriptionType As String
Dim rid As String

patientId = 8487123@581 ' the INSS of the patient

feedbackRequested = True ' set if a feedback from the executor is needed
prescription = readPrescription() ' Get the prescription content]
prescriptionType = "PP" ' Pharmaceutical prescriptien

rid = prescriberIntegrationModule.createPrescription(feedbackRequested, patientId, prescripticon, prescriptionType)

Debug.Print("The prescription " & rid & " has been created successfully™)
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5.2.4MODULE CONFIGURATION

In next section, following notation is used:
- ${INSTALL_DIR}: represents the folder containing the recipe client binary files (Jars or DIIs).

Configuration parameters for Integration Modules are defined inthe f S & P 9 Lcbnf/récipé@ fYis 3 ymiyd LINE LIS |

The Path to the configuration file should be defined in argument of the module constructor.

5.2.5CERTIFICATES

Prerequisite: the care provider ownsHealthcertificates (See Document Ref 5). Thesdificates are stored in &key
store. The document Ref 5 describes in detail how to generate and register the certificates in eHealth and then store it
in a key store (a p12 file). For the moment, this procedure requires two steps :
- Administrative: the car@rovider needs to sign a certificate request.
- Technical: a set of commands to run with the tool openssl. EHealth has foreseen to change this technical
procedure into an online procedure.

The properties of thé&ey storemust be defined in the configuratiofile as following:
-  KEYSTORE_FILE: Name & PATHkéytstoreF At S o6l 6a2t dziS t! ¢l adFNIa FTNRY
- KEYSTORE_TYPE: The tygeyo$tored & dzOK FayY WY{Z t Y/ {MHXO
- KEYSTORE_PASSWORD: the passphrase/passworkleyf share
- KEYSTORBJAH_ALIAS: alias of tB¢lealthauthentication certificate

Samplekey storesection of the recipelient.properties configuratiofile:

KEYSTORE_FILE = /Doctorl.p12
KEYSTORE_TYPE = PKCS12
KEYSTORE_PASSWORD = doctorl
KEYSTORE_AUTH_ALIAS = doctorl_auth

For multiuser access (e.g.: several doctors sharing the same workstation), it is posdilef@ntothose parameters for
each one of the care provider. If so, the NISS id of the doctor should be suffixed to the property name.

Example:

#Default values

KEYSTORE_FILE =/Doctorl.p12
KEYSTORE_TYPE = PKCS12
KEYSTORE_PASSWORD = doctorl
KEYSTORE_AUTH_ALIAS = doctorl_auth

# Specific values for doct84071230581
KEYSTORE_FI8E7123058% /Doctorl 84071230581p12
KEYSTORE_TY®H7123058F PKCS12
KEYSTORE_PASSW@RODY 123058k other_password
KEYSTORE_AUTH_AL8AG7123058% docto2_auth

5.2.6 WSDLS

Recipe integration modules are connected to different web services. The URL of each service can be customized if
needed. Indeed, for test purpose, it can be interesting to geevicesof acceptance platform. Only change these
parameters if it is requesteby Recige team.
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Following WSDLs URL are defined in the configuration file:
- WSDL_PRESCRIBER: Rewigb serviceb)RLiI K i aK2dzf R 6S dzaSR o6& t NBaONAO S
- WSDL_EXECUTOR: Reaneb servicetJRLthat should be used by Prescripiti executor (for Prescription
5SSt ABSNE X0
- WSDL_ST%Healthsecure token servicRL(SAML assertion generator)
- WSDL_ETKeHealthETK DepadtyRL(public key repaository)
- WSDL_KGSBHealthEncryption key generator & storage servidBL

5.2.7LOGS

¢KS 23 O2yFAIdzNF GA2Yy LI NI YSGSNAR I NB

Pl
(s}
-+
>
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Refer to log4j documentation for the customization of logging parameters.

The defaul parameters are:
- The Log level is set to DEBUG
- ¢KS RSTFlLdzZA G [ 230tFMEVS0 ;taz &SG G2 aNBOA LIS
- ! ySg FTAES A& ONBIGSR SIOK yS¢ RIFEIT GKS LINBGA2dza T
Ot ASyiGof 230 aa55®dl ALX ®

5 5 5 s

- Ahistory of 7 days is stored on thiefsystem, older files are removed.

5.3 SEVICE INVENTORY

This section lists all available API in the integration modules.

‘5.3.1"CREATESESSION" [BEEIBER INTEGRATIOMODULE, EXECUTOR HNRATION

‘ MODULE]

Operation Name createSession

Class Name PrescriberIntegrationModule,ExecutorintegrationModule

Description This function creates a user session based on the EID of théRlSecode is thg

required) and his e¢dlth certificate

The session created is an XML SAML token; this token inked to a particula
machine. Therefore, on the one hand, it must be protected to prevent malicious
to stole this token, on the other hand, the token can be shared in multi cor
environment (such as pharmady)SS af 21 R{ Saarz2yé

\When to betriggered When the user starts his application

When the stored token has exceeded his validity period

Errors Technical Services Exception such as Connection failure, Encryption
EID card reader issue (no card, unreadable card).

Inputs Integration Module Order Type Name Description
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Output Integration Module Type Name Description

String xmlSamITokeSAML response obtained from eHealth STS s¢
The SAML token has a validity &H fon
prescribers, 12H for executorgThis time i
configurable, and will be further refined during
course of the pilot)This SAML token can be std
by the software provider (in a file or in
database). The function "loadSession" shoul
use to restore the session.

Implementation Detail Step Description
1 The module initializes the BEId framework. Read the EID card

2 PIN code athe enduser is requested

3 A SAML Request is creatadd signed with the certificatand sent t
eHealth STS

4 The module returns the SAML token as an XML message. This XML
can be stored on the hard disk (Cookie like)

‘5.3.2"LOADSESSION" [PREEBER INTEGRATION IMQE, EXECUTOR INREGION

‘ MODULE]

Operation Name loadSession

Class Name PrescriberintegrationModule,ExecutorintegrationModule

Description This function should be used to relaadtored session

'When to be triggered When the prescriber wants to reload an active session (after a computer shutdov
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Errors Technical Services Exception such as Connection failure, Encryption
EID card reader issue (no card, unreadable card).

Inputs Integration Module Order Type Name Description
1 String xmlSamITokeThe SAML token received by "createSession"

Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1  The module is initialized with the given SAML token, all WS exchange
Recipe will use this token.

‘5.3.3"UNLOADSESSION" [FRRIBER INTEGRATIGMODULE, EXECUTOR HRRATION

‘ MODULE]

Operation Name unloadSession

Class Name PrescriberintegrationModule,ExecutorintegrationModule
Description Unload the current session.

Strictly confidentiat ForRecipe project membeuse only Page |31



Application Analysis
Integration Option 1: Models

'Whento be triggered

>
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ered,

When the user is shutting down his application
After a long period of inactivity (definition of this period of inactivity unde
responsibility of software providers).

Errors

#N/A

Inputs Integration Module

Order Type Name Description

Output Integration Module

Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1  The module destrajs current SAML token.

5.3.1"CREATEFALLBACKSEBSS| [PRESCRIBER ISRATION MODULE, EXHOR
INTEGRATION MODULE]

Operation Name

createFallbackSession

Class Name

PrescriberintegrationModule,ExecutorintegrationModule
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Description

with

Create a session using eHealth certificdE® is not needed)

'When to be triggered

When the user does not have his EID with him.

Errors

Invalid password

Inputs IntegrationModule Order Type Name Description
1 String userld The NIHII Id of the care provider (INAMI/RIZI
prescriberNIHIFPHARMACHr pharmacists)
2  String passphrase The passphrase of the Keystore containing eH
certificates.
Output Integration Module Type Name Description
String xmISamITokeSAML response obtained from eHealth STS s¢

The SAML token has a validity of 4H
prescribers, 12H foexecutors. This SAML to
can be stored by the software provider (in a fil
in a database). The function "loadSession" sh
be use to restore the session.

Implementation Detail

Step Description

1 A SAML Request is created asigned with the certificate and sent
eHealth STS

2 The module returns the SAML token as an XML message. This XML
can be stored on the hard disk (Cookie like)
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5.3.1"HASVALIDSESSION"RESCRIBER INTEGRATI@ODULE, EXECUTORTEGRATION

MODULE]
Operation Name hasValidSession
Class Name PrescriberintegrationModuleExecutorintegrationModule
Description Check if the current sessi@®AML tokenis valid.
'When to betriggered Before calling a Recip service, this method check that session has not ekiing
method can be called at any time to check the validity of the SAML token.

Errors
Inputs Integration Module Order Type Name Description
Output Integration Module Type Name Description

Boolean sessionValidilA Boolean that states if the session is still valig
Implementation Detail Step Description

1 The module checks if the curresgission is still valid.
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‘ 5.3.2"PREPARECREATEPRESTEBN" [PRESCRIBEREGRATION MODULE]

Operation Name prepareCreatePrescription
Class Name PrescriberintegrationModule
Description Optional API. This API should be used to improve performances of "createPres

It retrieves the different encryption keys to be used for "createPrescription".

\When to be triggered When the prescriber has identified his patient. (This API canvo&edwhile he i
typing the content of the prescription)

Errors #N/A

Inputs Integration Module Order Type Name Description
1 Long patientid  The ID of the patient

Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1 Retrieves Encryption keys of KGSS, Redclpeate the symmetric key
addressed encryption
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5.3.3"CREATEPRESCRIPTIPIRESCRIBER INTEGRATMODULE]

Operation Name createPrescription
Class Name PrescriberintegrationModule
Description This action stores the prescription (Kmehr format) in Recientral system. This funct

takes care of the encryption (transport and storage). It returns the RID (Recipe Il
printed on the papeprescription (RID =BEYYXXXXXXXKere Be is the country,Yis
the prescription typeeik : PP pharmaceutical prescription) and XXX the ALPHA
sequence ID)

\When to be triggered When the prescriber has generated a local prescriptidlL(Kmehr format), this functi
must be used to store it in Re@secured storage.

Errors Technical Services Exception such as Connection failure, Encryption
Encryption Error : when Re@an't decrypt the message

Inputs Integration Module Order Type Name Description

1 boolean feedbackRequestiSet to true if the prescriber wants to receiy
feedback from the executor
Long patientld INSS number of the patient

byte[] prescription Prescription content as a Validated XML Ki

message. If the Prescription Type is set tq
the prescription must contain a valid
pharmaceutical prescription. (See XSD KN
Validation)

4  String prescriptionType Type of prescription, will based to genera
the prescription ID and define what the alloy
profiles for the delivery a  Refer t
(Prescription Tyge &aSO0GAz2Yy
prescription types

Output Integration Module Type Name Description
String rid RID of the prescription (size = 12 chars)
Implementation Detail Step Description

1 The module checks the SAML token.

2 The module requests the Encryption Token (Signed Public Key) of t
service to ETK Depot (eHealth service)

3 The module generates a "Symmetric Key requéstiuding the key acce
control list)
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4 The message is ciphered using the Encryption Token of the recipient (se
personal Encryption Token of the sender is attached to the request. (Rg
is KGSS)

5 The Sealed Response is receiveth Kgss, the module decrypt it. It contg
the secured encryption key

6  The KMEHR Prescription is ciphered with the "sealForUnknown" functior
ETE framework using the symmetric key

7 ¢KS YSaal3dS Aa SyNAROKSR gAGK YSil

8 Aciphered message is generated with the "seal" function of the ETE fran
(Recipient : Recip), the message is sent to Reeip

9  The message is decrypted. (Method "unseal()" of the ETEE framework i
The response contains The RID offirescription.

5.3.4"SENDNOTIFICAITOIRRESCRIBER INTEGRN MODULE]

Operation Name

sendNotification

Class Name

PrescriberintegrationModule

Description

This function sends a notification to a specific executor. The notification indicates
client is likely to retrieve/execute his prescription with him.

\When to be triggered

- When a patient has habits in a specific pharn
- When the product requires an ordering,

Errors

Technical Services Exception such as Connection failure, Encryfptiorg
ETK not present: the executor does not have a registered public Key at eHealth

Inputs Integration Module Order Type Name Description
1  Dbyte[] notificationTexXml message containing the notification. Mus
validated by the providedSD
Long patientld INSS number of the patient
Long executorld  NIHIHPHARMACY (APB+check digit) id of
recipient.
Output Integration Module Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2 The module requests the Encryption Token (Signed Public Key) of rec
ETK Depot (eHealth service)
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3 The module generates an XML request.

4  The messagés ciphered using the Encryption Token of the recipient (s
the personal Encryption Token of the sender is attached to the reques
recipient is the prescriber)

5 ¢KS YvYSaal3asS Aa SyYyNAOKSR sAGK YS

6  The message is tipred using the Encryption Token of the recipient (s¢
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

7  The message is sent to Reejmothing is returned if the action is proces
successfulljotherwise, an exception is thrown)

‘ 5.3.5"REVOKEPRESCRIPTIPRESCRIBER INTEGRATMODULEEXECUTOR INTEGRATION

‘ MODULE
Operation Name revokePrescription
Class Name PrescriberintegrationModuleExecutorintegrationModule
Description Revoke the prescription (the prescription is removed from Regystem). It is then n
possible to deliver it any more.
\When to be triggered When prescriber has done a mistake, he can use this function to revoke t
prescription andhen create a new one with the function "createPrescription".
An executor can also decide to revoke a prescription. For instance in theheasethe
patient request the executor to delete the prescription without delivering
prescribed items.
Errors Technical Services Exception such as Connection failure, Encryption failure
Inputs Integration Module Order Type Name Description
1 String rid RID of the prescription (size = 12 chars)
2 String reason Revoke reason to be used in the audit trail
Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description
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1  The modulehecks the SAML token.
2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4  Themessage is sent to Re@pnothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)

5.3.6"GETPRESCRIPTIGNOR PRESCRIBEHHRESCRIBER INTEGRATMODULE]

Operation Name

getPrescription(for Prescriber)

Class Name

PrescriberintegrationModule

Description

This action returns the content of the prescription (KMEHR Standard)

\When to be triggered

When the prescriber has lost a prescription from his Istabge (ex : computer crash),
can use this function to retrieve the content (XML KMEHR)

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsistent Status : when the prescription has been revoked , archived, is in Proces

Inputs Integration Module Order Type Name Description
1 String Rd RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description

GetPrescription  prescription Structure containing metdata + Prescriptio
ForPrescriberResi content as a Validated XML Kmehr message.
Attributes of the structure :
- creationDate : Calendar
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- encryptionKeyld : String
- patientld : Long

- prescription : byte[]

- rid : String

Implementation Detail

Step Description
1  The module checks the SAML token.

2 The module generatem XML request.

3 The message is ciphered using the Encryption Token of the recipient (seg
personal Encryption Token of the sender is attached to the request. (The r
is Recige)

4  Message is sent to Ree#p Recige returns theresult as a SOAP message

5  The message is decrypted. (Method "unseal()" of the ETEE framework is us

6  The module requests the Encryption Token (Signed Public Key) of the KG§
to ETK Depot (eHealth service)

7  The module generates a "Symmetric Key request”

8 The message is ciphered using the Encryption Token of the recipient (seg
personal Encryption Token of the sender is attached to the request. (Rec
KGSS)

9 The Sealed Responseaéseived from Kgss, the module decsjptlt contains th
secured encryption key

10 the message is decrypted using unsealForUnknown()

5.3.7"LISTFEEDBACK" [PRRSBER INTEGRATIONDWLE]

Operation Name

listFeedback

Class Name

PrescriberintegrationModule

Description

This action list all the feedbacks sent by prescription executors

'When to be triggered

There are different options:

- can be invoked on a regular basis (ex : 2x per day) and display incoming messages
to the prescriber.

- can beinvoked on demand by the prescriber (ex : when the prescriber open a specif
screen)

Errors

Technical Services Exception such as Connection failure, Encryption
Encryption Error : ex: if available private keys do not match the public key ustw
encryption

Inputs Integration Module

Order Type Name Description
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Output Integration Module

Type Name Description

ListdistFeedbackltenlistFeedbackList of feedbacks ListFeedbackltem is
structure containing following fields :
- content : byte[]
- rid : String
- sentBy: Long
- sentDate : Calendar

Implementation Detail

Step Description

1

3 The message is ciphered using the Encryption Token of the recipient (sed

4  Message is sent to Rea#p Recige returns the result as a SOAP message
5  The message is decrypted. (Method "unseal()" of the ETEE framework is us

6  Each single feedback is then decrypted using unseal() method

The modulehecks the SAML token.

The module generates an XML request.

personal Encryption Token of the sender is attached to the request. (The r
is Recipe)

5.3.8"LISTOPENPRESCRIRTIPRESCRIBER INREGION MODULE]

Operation Name

listOpenPrescription

Class Name

PrescriberintegrationModule

Description

This action Lists prescriptions created by the prescriber that are still in
"NotDelivered"

\Whento be triggered

There are different option
- can be invoked on a regular basis (ex : 2x per day) and update the local s
- can be invoked on demand by the prescriber (ex : when the prescriber open &
screen)

Errors

Technical Servic&x«ception such as Connection failure, Encryption failure

Inputs Integration Module

Order Type Name Description
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Output Integration Module

Type Name Description
List<String'List of rid

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token oéc¢hment (seal(
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4 Message is sent to Reedp Recige returns the result as a SOAP message

5  The message is decrypted. (Method "unseal()" of HT&EE framework
used).

5.3.9"UPDATEFEEDBACKFLIRRESCRIBER INTEGRNTMODULE]

Operation Name updateFeedbackFlag
Class Name PrescriberintegrationModule
Description Action to be used to change the “feedback flag".

'When to be triggered

The feedback flag is already set during the "CreatePrescription" step. This
operation should be used by the prescriber if he changes his mind

Errors

Technical ServicesException such as Connection failure, Encryption f
Inconsistent Status : when the prescription has another status than "NotDelivered"
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Inputs Integration Module Order Type Name Description
1  String rid RID of the prescription (size = 12 chars)

2 boolean feedbackRequestShould be set to true, if the prescriber d
want a feedback from the executor, this {
should be set to false

Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1  The module checks the SAML token.
2 The module generates an XML request.

3 The message is ciphered using Breryption Token of the recipient (seal())
personal Encryption Token of the sender is attached to the request.
recipient is Recip)

4 The message is sent to Reejpnothing is returned if the action is proces
successfully (otherwise, @xception is thrown)

5.3.10"GETPRESCRIPTIQROR EXECUTOEXECUTOR INTEGRATNXODULE]

Operation Name getPrescription(for Executor)
Class Name ExecutorintegrationModule
Description This action returns the content of the prescription (KMEHR Standard) When the ¢

receives the prescription, Re@plocks it. The executor MUST notify Recipf take
actions (MarkAsDelivered, MarkAsUnDelggg))

\When to be triggered When the barode of the prescription has been read
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Technical
Inconsistent Status : when the prescription has been revoked , archived, is in Procg

Services Exception such as Connection failure, Encryption

Inputs Integration Module Order Type Name Description
1 String rid RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description
GetPrescription prescription A structure containing :
ForExecutorRes! - creationDate : Calendar
- encryptionKeyld : String
- encryptionKey byte[]
- feedbackAllowed : boolean
- patientld : Long
- prescriberld : long
- prescription : byte[](The XML clea
content)
- sealedContent : byte[] (The ses
content to be archived)
- prescriptionType : String
- rid : String
- timestampingld : String
Implementation Detail Step Description

1  The module checks the SAML token.

2 A XML request is generated

3 The message is ciphered using the Encryption Token of the recipient (se
personal Encryption Token of the sender is attached to the request.

4  Message is sent to Ree#p Recige returns the result as a SOAP message

5  The message tecrypted. (Method "unseal()" of the ETEE framework is uss

6  The module requests the Encryption Token (Signed Public Key) of th
service to ETK Depot (eHealth service)

7  The module generates a "Symmetric Key request"

8  The message iphered using the Encryption Token of the recipient (seal(
personal Encryption Token of the sender is attached to the request. (Rec
KGSS)

9  The Sealed Response is received from Kgss, the module decrypt it. It con
securedencryption key

10 The message is decrypted using unsealForUnknown()

5.3.11"MARKASUNDELIVEREEXECUTOR INTEGRATNIODULE]
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Operation Name markAsUnDelivered

Class Name ExecutorintegrationModule

Description PWIRFGS GKS adlridda 2F GKS LINBSaONAR LI
RSt AGSNBRQ® ¢KAa | OQGA2y dzyt201a GKS

'When to be triggered

When no items have been delivered

Errors

Technical Services Exception such as Connection faiEme

Inconsistent Status : when the prescription has been revoked , archived, is in Pr

ryption failun

Inputs Integration Module

Order Type Name Description

1 String rid RID of the prescription (size = 12

chars)

Output Integration Module

Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generaten XML request.

3 The message is ciphered using the Encryption Token of
the personal Encryption Token of the sender is attached
recipient is Recip)

4  The message is sent to Reejmothing is returnedf the action is process

successfully (otherwise, an exception is thrown)

the recipient
to the reques
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5.3.12"MARKASDELIVEREDXEEUTOR INTEGRATN®ODULE]

Operation Name

markAsDelivered

Class Name

ExecutorintegrationModule

Description

PLIRFGS GKS adlddza 2F GKS LINBAONR LA
delivered, the prescription won't be delivered by another pharmacist

'When to be triggered

When at least one item of the overall prescription is delivered.

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsistent Status : when the prescription has been revoked , archived, is in Pr

Inputs Integration Module Order Type Name Description
1 String rid RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipient
the personal Encryptiofoken of the sender is attached to the request.
recipient is Recip)

4 The message is sent to Reeimothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)
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5.3.13"MARKASARCHIVED" ERUTOR INTEGRATIOQDWLE]

Operation Name

markAsArchived

Class Name

ExecutorintegrationModule

Description

This action allows Ree® to remove the prescription from the central stor
Encryption key is also removed from eHealth.

'When to be triggered

When the pharmacist has successfully archived the prescription with externalifj
system. The@rescription must be archived in his encrypted version including sig
+ encryption keys

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsitant Status : when the prescription has not been deli
Invalid  Prescription : when the prescription does not
Access Rights : when the executor does not have rights for an update (ex : ph
that want to deliver a nurse prescription)

Inputs Integration Module Order Type Name Description
1 String rid RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4 The message is sent to Reeimothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)
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5.3.14"CREATEFEEDBACK'HEXNTOR INTEGRATIRMADULE]
Operation Name createFeedback
Class Name ExecutorintegrationModule
Description This action creates a feedback for the prescriber about a specific prescription.
'When to be triggered When something special about the delivery should be natifietthéoPrescriber (e
generic medicine delivery, dosage change)
Errors Technical Services Exception such as Connection failure, Encryption failure
Inputs Integration Module Order Type Name Description
1 Long prescriberld NIHIlid of the recipien{the same one as the o
received by GetPrescription.prescriberld).
String rid RID of the prescription (size = 12 chars)
byte(] feedbackTexXml message containing the feedback
Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1  The module checks the SAML token.

2  The module requests the Encryption Token (Signed Public Key) of rec
ETKDepot (eHealth service)

3 The module generates an XML request.

4 The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is the prescriber)

5 ¢KS vYS&aal3asS Aa SYyNAROKSR 6AGK YS

6  The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

7  Themessage is sent to Reap nothing is returned if the action is proces
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‘ 5.3.15"LISNOTIFICATION$EXECUTOR INTEGRAN MODULE]

Operation Name

listNotifications

Class Name

ExecutorintegrationModule

Description

This functionreturns a list of notificationdPrescriptions coming from Prescribers. W
notifications are retrieved, they are automatically marked in the system as read, they
the system for a defined period of time (ex : 7 days).

'When to be triggered

There are different options:

- can ke invoked on a regular basis (2x per day) and display the messages as popup to|
executor

- can be invoked on demand by the prescriber (when he opens a specific screen)

Errors

Technical Services Exception such as Connection failure, Encryption failure

Inputs Integration Module Order Type Name Description
Output Integration Module Type Name Description
List<LigNotificationdtem>List of ListNotificationsltem is structure contain
notifications :

- content: byte[]
- sentBy: Long
- sentDate : Calendar

Implementation Detail

Step

Description
The module checks the SAML token.

The module generates an Xkquest.

The message is ciphered using the Encryption Token of the recipient (sea
personal Encryption Token of the sender is attached to the request. (The reg
Recipe)

Message is sent to Reeaip Recige returns the result as @OAP message

The message is decrypted. (Method "unseal()" of the ETEE framework is used
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High performance. Delivered.
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_a .

6 INTEGRATION OPTIGQNWEBSERVICES

6.1 OVERVIEW

76.1.1 PRESCRIBER SOFTWARE

The section below describes the technisabpe of the development work, concerning functionalities to foresee by the
Software Provider in the software of the Software Provider to integrate with the Resystemand eHealth

The figure below shows all the actions to be performed by the SoftwaleP A RSN & &a2Fd o6l NB | yR

integrated with the Recifg system.

Doctor
Softn re

Figure5 ¢ Integration Option 2 (Webservices)Prescriber

createSession()

SAML Token= =

eHealth

Services

createPrescription
(KmehrMessage,

SendNotification
(RID)

—_—
- ———

RevokePrescription
(RID)

Recip-e
Central

ListFeedbacks()

GetPrescription(RID)
- — — —
ListOpenPrescriptions()

- ———

UpdateFeedbackFlag()

The red rectangle represents the software of the SoftwRreviderfor PrescribersThe greefblue rectangle represents
the Recipe central systenand eHealth common services

We consider two types of functionalities:
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1 Communication functionality to be implemented by the Software Provider, basetthisrdocument- arrows
between the greerfblue and red rectangles

1 Internal functionality within the Software Provider softwareircle-arrows within the rectangle

Communication functionality:

=

CreateSession(STS) Send &SAML request to eHealth and receive a SAMKEN.

2. Encryption Key Retrieval for addressed encrypti(iiT KDepadt retrieve encryption keys in ETK depot of
messages recipient.

3. Encryption KeyGeneration (KGSS)equest encryption keys.

4. CreatePrescription Send a prescription tthe Recipe Integrationmodule. The software receives ieturn the
RID(Recipe ID) The prescriber can decide if want to get a feedback from the executor.

5. Send Notification Theprescriberhas the option to send prescription directly to an executoilhis could for
instancecontain a prescription to prepare or a personal message

6. ListFeedbackAsk for feedbackent by executarin return the software receiveal feedbacksaddressed to
him.

7. RevokePrescription:If the prescriberchooses so, he carvoke/canceh prescription.The cancellation of a
prescription by theprescribershould be communicated to the Reeasystem. The cancellation request is sent
to the module with the Reche unique identification numbetRID. Theprescriberreceives aonfirmation that
the prescription has been cancelled.

8. List Open PrescriptionsThe Software Provider software requests an update from the Recigntral system
concerning the status of its prescriptions. It gets returndidteof prescription with their status

9. Get Rescription: The Software Providaran retrieve prescription previously created.

10. Update Feedback Flathe software provider change the feedback flag set previously (Action 1)

Internal functionality

A. Identify the patient through
1 the NISBNISZnumber found on the patients ID card
1 information on the patients SIS card
91 information on the patients mutuality sticker
9 directly into the system thexecutor(if the patient is already in the system)
B. Encrypt messages using addressed encryption framepakided by eHealth
Encrypt/decrypt prescription using neaddressed encryption framework provided by eHealth

D. Use MyCareNet services such as patient insurabilitg {scurrently not in scope of the integration
specificationsbut is included here farlarity sake)

E. Create a prescription in the Software Provider software and attach it to the patient record in the Software
Provider software

F. Add the unique identification number (ReeidD) of the electronic prescription (received from Regjpto the
prescription, and print the prescription witRIDon it in barcode format

G. Theprescriberhas the option to send a message directly toexecutor This could for instance contain a
prescription to prepare or a personal message. The Service Supplier softaete to allow theprescriberto
input such a message

H. Insert the received feedback into the patient record in the Software Provider software

I. Cancel the prescription from the patient record in the Software Provider software (only when requested by the
presciber)

J. For performance reasons, the prescriptions and their status (in process, delivered ...) need to be stored in the
Service Supplier software. The prescription status (and the content of the prescription) can be updated in batch
mode (e.g. once a day).
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6.1.2 EXECUTOR SOFTWARE

¢CKS FAIAdNBE 06St2¢ akKz2ga +ftt GKS I OG Xokegkecutal Executdr/Phagradisd NI S F
and the way it is to be integrated with the Re@psystemand eHealth services

A
N .
-f|—createSession()——

+— —SAML Token —pm-

N E

GetPrescription(RID) Pharmacist
—— — — — > Software

MarkAs(Un)Delivered(R

MarkAsArchived(RID,
o

CreateFeedback(XMLFg
edback

Figure6 ¢ Integration Option 2 (Webservices)Executor

Communication functionality

=

Create Sessio(STS) Send a SAML request to eHealth and receive a SAML token.

2. Encryption Key Retrieval for addressed encryptifiEiT KDepot)retrieve encryption keys in ETK depot of
messages recipient.

3. Encryption KeyGeneration (KGSS)equest encryption keys.

4. Get PrescriptionGet the prescription using the Ree#D found in barcode format on the prescription
provided by the patient

5. Mark PrescriptionAs (unylelivered: Software Provider software signals the Reeigystem that the
prescription (or at least one item on the prescription) has been delivered. The Integration module returns a
Confirmation

6. Mark PrescriptionAs archived SoftwareProvider software signals the Re@system that the prescription has
beenarchived The Integration module returns@onfirmation

7. Send feedbackSend feedback on the prescription to tpeescribersystem (the feedback must contain the
name ofprescriber patient name and prescription to which it relates). The Integration module returns a
Confirmation.

8. ListNatifications: Get allnotificationsfrom prescriberglirected to thisexecutor Theprescribercan send a
text message to a specifexecutor. (e.g. ould contain a prescription to be prepargdYhe Integration module
returns a Confirmation.

9. RevokePrescription:If the patient requestso,the executorcanrevoke/canceh prescription.The cancellation

of a prescription by thexecutorshould be communicated to the Reaipsystem. The cancellation request is
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sent to the module with the Recip unique identification numberRID. Theexecutorreceives aonfirmation
that the prescription has been cancelled.

Internal functionality

A.

moow

6.2

Identify the patient through
1 the NISSNISZnumber found on the patients ID card
91 information on the patients SIS card
1 information on the patients mutuality sticker
1 directly into the system thexecutor(if the patient is already in the system)
Encrypt messageusing addressed encryption framework provided by eHealth
Encrypt/decrypt prescription using neaddressed encryption framework provided by eHealth
Identify the prescription by reading the barcode containing the prescription number on the papsgription

Check the insurability of the patient on MyCareNeiq iscurrently not in scope of the integration
specificationsbut is included here for clarity sake)

Translate the prescription returned from the Re€pystem into the internal format of the Software Provider
software, save the prescription in the Software Provider software, and show the prescription ¢éa¢hator

Create feedback for the prescriptiemproviding an additional screen that allows the introduction of feedback
for a prescription. Multiple feedbacks on the same prescription are possible.

Get allnotifications¢ Theprescribercan send a text message to a spea@fiecutor (e.g. could conta a
prescription to be prepared). Thexecutorsoftware needs to be able to show this.

Archiving of the prescription: the prescription should be archived in his encrypted version together with the
encryption key and the time stamping id.

IMPLEMENTAODIN DETAIL

6.2.1AUTHENTICATION OFETEBARE PROVIDER

Authentication of the care provider (prescriber, nurpbarmacist,)js performed by eHealth thanks to the Secure Token
Service (STS). This sentadeesas an inpit the EID of the care provider and his cectifie to generatea SAML token
that can be used for Single Sign On.

Refer to doc Ref 4 for the integration specification with STS.

Sample SAML request 3\

example.hok.request.xml

Sample SAML response =

example.hok.response.xml

Tabled ¢ SampleSAML

Once the SAMassertionis retrieved from STS, it must be added to the SOAP header of each outgoing message
addressed to Recip. Refer to the document for
more information about SAML and \AB&curity.
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6.2.2MESSAGING AND ENCRYIN

56.2.2.1 OVERVIEW OF MESSAREATION

Health Care Software must communicate with Rexipsing message based communicatioThese messages must be
highly secured with encryptiohreedifferent types of encryption must bienplemented:

- Encryption fortransport: this kind of encryption concerns all type of messages. This encryption is based on the
ETEE encryption framework provided byealth. It consistan encrypting the message so that on Reeipan
read it. This is based on Public key/Private key encryption.

- Encryption for storage this encryption type is used to secure the storage of the message in-ReQiply
allowed systems/recipients catecrypt these messages (Re@p O teghgtithem), There is two type of
storage encryption :

o Nonaddressed Encrygn for PrescriptionsPrescriptions are encrypted using the naddressed
encryption framework.

0 Addressed Encryptiofor Feedbackdotifications:these messages are encrypted, only the recipient
can encrypt the message.

Following section describes thefférent type of encryption needed to create messages in Recifphe steps to decrypt
messages are identical (except tteverseorder).

6.2.2.2 ENCRYPTION FORANSPORT

Following diagram illustrates the different steps of the transformation process impkemented:

Encryption for Transport

HEADER

SIGNED BY EH

SAML ASSERTION HOK

‘ TIMESTAMP (MESSAGE- TTL) ‘

SIGN BODY, ASS, TIMESTAMP
[proof-of-possession HOK]

BODY

| Admin Part (Recip-e) | | Admin Part (Recip-e) |

Message Content Message Content
Message Content migll = —[2]»

ETEE : SIGN

I P m
| ETK (Sender) }
-

ETEE: ASYM. ENCRYPT

ETEE : SIGN

ETEE: SIGN
ETEE: ASYM. ENCRYPT

ETEE: SIGN

| Admin Part (eHealth)

Figure7 ¢ Addressed Encryption for Message transport

1. Message Content is encrypted using the public Key of Re€iieghcryption token), this ETK is retrieved from
eHealth service ETK depot.
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2. Message is sent to Reedpincluding the ETK of the sender. This ETK will be used byeReagncrypt the
response.¢ KA & 9¢Y aKz2dZ R 2yfté& 0SS LINPGARSR ¢6KSy | NBaLRYy

56.2.2.3 NONADDRESSED MESSAGERPTION FOR STORABIEY FOR PRESCRIPTION

Encryption For Storage Encryption For Transport

KGSS o - ETKDepot
GetNewKey() o GetETK(Recip-e) -

HEADER

SAML ASSERTION HOK
SIGNED BY EH

‘ TIMESTAMP (MESSAGE- TTL) ‘

SIGN BODY, ASS, TIMESTAMP
[proof-of-possession HOK]

Admin Part (Recip-e)
- Prescriberld* BODY

- Patientld*
- Executor Id*

Admin Part (Recip-e)
- Prescriberld*

- Patientld*
- Executor Id*

KMEHR PRESCRIPTION
(GZIP)

KMEHR KMEHR KMEHR PRESCRIPTION
PRESCRIPTION 7[11[2]* SIGN NON-REPUDIATION 3] (©zIP) —[4]»

ETEE: SIGN SIGN NON-REPUDIATION

KMEHR PRESCRIPTION
ETEE: SYM. ENCRYPT (GzIP)

(NA) ETEE: SIGN

ETEE: SIGN

(NA) ETEE: SYM. ENCRYPT

SIGN NON-REPUDIATION

(NA) ETEE: SIGN

(NA) ETEE: SIGN

(NA) ETEE: SYM. ENCRYPT
ETEE : SIGN

ETEE: ASYM. ENCRYPT (NA) ETEE: SIGN

ETEE: SIGN } ETK (Sender) }

ETEE: SIGN

ETEE: ASYM. ENCRYPT
ETEE: SIGN

Admin Part (eHealth)

- NIHII, Document ID*, Key Id*

Figure8 ¢ Nonraddressed encryption for Storage, Addressed Encryption for Message transport

=

Private Message Content (kmehr prescription) is compressed usingi@aitrhm

2. PrivateMessage is sealed using naddressed encryption, theymmetricencryption key is retrieved from
eHealthservice KGSS.get[New]Key(). (The message will be sterethaRecige)

3. The message is enriched witbn-confidentialdata (patient ID, Prescribeb 10 £ & 9 YidD NBJILY & RI% NI £

described in previous section is then applied to secure the ttatesferbetween the care provider workstation

and the Recige central serverThe overall is then included in a SOAP message secured by SAML

authentication.

56.2.2.4 ADDRESSED ENCRYPHOR STORAGE (ONLR FEEDBACKS AND NOOATIONS)
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