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1 EXTERNAREFERENGE

1 BarcodeSymbology

URL

Specified in ISO/IEC 15417:2007

2 Non addressed
Encryption

https://www.ehealth.fgov.be/binaries/website/en/Cookbook Unknown Recipients
-0.pdf

3 Addressed Encryption

https://www.ehealth.fgov.be/binaries/website/en/Cookbook ETEE knownrecipien
2-1.pdf

4 STS Cookbook

Document is in attachment. Final URL will be includede available on ed#lth
portal.

5 eHealthcertificates

https://www.ehealth.fgov.be/binaries/website/en/requesting_eHealth _Certificates |
2-0.pdf

6 eMed-ecare Use cases

https://www.ehealth.fgov.be/binaries/website/fr/pdf/eMedeCare_fr.pdf
https://www.ehealth.fgov.be/binaries/website/nl/pdf/eMeeeCare nl.pdf

~

Barcode print guideline

Specified in ISO/IEX5416

Tablel ¢ External references
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2 INTRODUCTION

2.1 RECIESOLUTION

The Recipe solution concerrs the generic (i.e.valid for all types of prescription: pharmaceutical, physiotherapist,
nursing ...Xransfer ofprescriptiors from the prescriber to the care provider, for example from the general practitioner
(GP) to the pharmacist, chosen freely by the @attior from the specialist to the physiotherapist.

With the Recipe solution, data can be sent between various actors with a high level of security. This technological
innovation also offers improvements for everyone involved in the project. Below & aflthe added value that the
Recipe solution offers:

Ensure roles and responsibilities of everyone;

Integration with medical platforms for the identification of the actors, the security of the data and the control
of the insurability of patients to ense (eg eHealth, MyCareNet)

Improving the administrative process@neduce administrative burdens

Reduce erroneous prescriptions (errors in prescriptions)

Relationship between the electronic attte paper stream is guaranteed

Traceability of the data betwan the different actors.

Traceability of the data access (consult) for privacy logging

w
w

geeee

There are also immeasurable positive impacts foreseen thanks to the solution:
w Enhancing of the process (less fraud by avoiding patients to create fake prescriptions);
w X

Technically speaking Re@ps notonly a system that manages naldressed messages in the health sector. Redp

also a system that provideslvanced functionality such gsescription state, prescription validation, unique document
Yy dzYd SNRA y 3 X

MyCareNet MyCareNet
diensten diensten
il

wqbiba kit

Prescriber
(bijv. arts)

Zorgverlener
(bijv. apotheker)

Software

eHealth systeem Zorgverlener

Software e
Voorschrijver I - eHealth systeem ﬂlul_"

o
[

Patiént

Legende

via Internet

Recip-e perimeter

Software voor de professionele
medewerkers van de
gezondheid

Diensten gebruikt door
Recip-e

HEE

Figurel ¢ Recipe Solution Overview
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2.2 DESCRIPTION AND POBBOF THE INTEGRATICRESIFICATIONS

This document establishes a set of requirements for the interface between Prescription SoffweacetorSoftware

and the RECHE system It identifies agreeelpon design requirements and constraints that must be satisfied by the
interfacing software. This document is intended for use by the developers of the applications identified, and by the test
organiations responsible for the testing of these applications.

2.3 RESPONSIBILITY FGIRSTDOCUMENT

This document is created and maintained by the RIEEGHam.

2.4 DOCUMENT SCOPE

This document outlines the interface requirements to support the following busiaesats for Prescription Software
(doctors, dentistX §P] and Executiosoftwared LIK I N I OA dE]:X y dzNAS& X0

Create Prescription [P]

(Un)Delivera prescription [P|E]

Cancel a prescription [P|E]

Create[E])/Read [P] a feedback for a prescription
AddresSendP]/Read[E] a prescription notification
List/Read Prescription [P|E]

=A =4 =4 =4 -8 -4

The document also details the requirements to support the following technical events:

1 Encryption
1 Authentication

Changes are required in Prescripti@xecutorsoftware tointegrate with RECHE. This document will detail integration
procedue expected to be implemented hifie Software Providers of said software.

b2GSY ¢KS 4021 2F (KAa R20dzySyid o6Aftt o06S SEGSyRBiBR Ay
coming fom MyCarenet services.

2.5 ADDITIONAL INFORMAN

This document mainly presents technigaflormation regarding integration with Recip. A clear view othe functional
scope of Recig can be had by reading the use cases found in Ref 6

Furthemore, the management of electronic prescription has strong dependencies with generic services provided by
eHealth platformMore information can be found idocuments Ref : 2, 3, 4 and 5.
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3 INTEGRATION OPTIONS

Software providers have two options to integrate with Reeip

1 Optionl: integration modules: Recip provides a reference implementation of a full client able to achieve the
different functionalitiesin scope (including authentication and encryption)e3é& modules are delivered as
JAR/DLL libraries. The code of the modules is Open Source (Java code delivered with Apache V2 License)

1 Option2: web services: Recip exposes a set of standard web services that allow achieving the different
functionalities in scope. This option implies that some technical processing must be performed on client side
(such as encryption, authentication at eHealfFijis technical processing must be implemented by software
providers.

Note: The option 1 should be the default option.

Strictly confidentiat, ForRecipe project membeuse only Page |12
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4 RESPONSIBILITIES

The software provider will have to make sure that his application fulfdetaf requirements and thus whatever the
integration option chosen.

4.1 IDENTIFICATION OFETRATIENT

The Patient must be identified by hisISSnumber (also named NISZ, NIS$id SSIN Therefore, the health care
software has the responsibility to provide a verified/validatBts Srumber.

4.2 PRESCRIPTION FORMAT

A prescription is defined as being a specific XML KMEHR message (Kind Message for Electronic Healthcare Record) ¢
type  pharmaceutical prescription. This format is furtherdescribed on eHealth  website:
https://www.ehealth.fgov.be/standards/kmehr/en/home/home/index.xml

On the one hand he prescription software has the responsibility to generate a valid KMEHR prescriptiotihe other
hand, executor sdfvare must be able to load such valid prescription.

The validation of the prescription consists itwa-stepvalidation process:

M XSD validation
1 Additional validation

The validation is automatically performed by Reeimtegration Modules (Integratio®ption 1).

4.2.1KMEHR XSD VALIDATION

The XML schema defining the KMEHR standard (XSD file) is provided in the-¢tiecippackage and can be found on
eHealth website at this URhttps://www.ehealth.fgov.be/standards/kmehr/en/home/home/index.xml

G GKA& Y2YSyidz (GKS LINBaONR L2060t DB ORY LI (A3 yRIS BM i)
be downloaded at this URL:
).

4.2.2ADDITIONAL VALIDANO

Thekmehrstandarddefines many different type of message regarding the healthcare sector. In the first stage of Recip
e (pilot), only pharmaceutical prescription is accepted. However, in the next phases, the system will accept other kind of
prescription (new version of thidocument will be available).

For pharmaceutical prescription, additional verifications must be performed before uploading the prescription in Recip
e system.

The table bellow describes the different checks to be performed. For ehebk,a XML XPATHdgfined. The result of
the XPATH query must return the result defined in column "Expected Number of record"

Must containl /kmehrmessage/folder/transaction/cd[@S='€D 1
prescription TRANSACTION' and @SV="'1.0' and
text()='pharmaceuticalprescription']
Must containbetween1l  /kmehrmessage/folder/transaction/heading/item/cd[@S="Cl 1 to 10 (included)
and 10 items ITEM' and @SV="'1.0"]
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Valid PatientFirst name  /kmehrmessage/folder/patient/firstname 1

Valid Patient Family /kmehrmessage/folder/patient/familyname 1

name

Valid Patient ID /kmehrmessage/folder/patient/id[@S="HPATIENT' and 1
@SV='1.01

Valid Prescriber /kmehrmessage/header/sender/hcpartyfifstname 1

Firstname

Valid Prescriber Family  /kmehrmessage/header/sender/hcparty//familyname 1

name

Valid Prescriber ID /kmehrmessage/header/sender/hcparty/id[@S=HCPARTY 1
and @SV="1.0"

Table2 ¢ Kmehr validation checks

For more information about XPATH queries, please reféttm//www.w3.org/TR/xpath/.

4.2.3SAMPLE PRESCRIPTION

<?xml version="1.0" encoding="UTF - 8" standalone="no" ?>
<kmehrmessage xmins="http://www.ehealth.fgov.be/standards/kmehr/schema/v1">
<header>
<standard>
<cd S="CBSTANDARD" SV="1.1">20100601</cd>
</stan dard>
<id S="ID - KMEHR" SV="1.0">14675011004.20090110090000000</id>
<id S="LOCAL" SL="ID RECIPE" SV="1.0">8elc4ea8825 48e4 bcc2b8cadfa7a897</id>
<date>2010 08- 01</date>
<time>09:00:00</time>

<sender>
<hcparty>
<id S="ID - HCPARTY" SV="1.0">14675011004</id>
<cd S="CBHCPARTY" SV="1.0">persphysician</cd>
<name>Dr.Duck Donald</name>
</hcparty>
</sender>
<recipient>
<hcparty>
<id S="ID - HCPARTY" SV="1.0">RECIPE</id>
<cd S="CBDHCPARTY" SV="1.0">orgpublichealth</cd>
<name>Recke</name>
</hcparty>
<[recipient>
</header>
<folder>
<id S="ID - KMEHR" SV="1.0">1</id>
<patient>
<id S="ID - PATIENT" SV="1.0">87990949113</id>
<firstname>Fred</firstname>
<familyname> Flintstone</familyname>
<birthdate>
<date>1933 10- 23</date>
</birthdate>
<sex>
<cd S="CBSEX" SV="1.0">male</cd>
</sex>
</patient>

<transaction>
<id S="ID - KMEHR" SV="1.0">1</id>
<cd S="CBTRANSACTION" SV="1.1">pharmaceuticalprescription</cd>
<date>2010 08- 01</date>
<time>09:00:00</time>
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<author>
<hcparty>
<id S="ID - HCPARTY" SV="1.0">14675011004</id>
<cd S="CBHCPARTY" SV="1.0">persphysician</cd>
<name>Dr. Duck Donald</name>
</hcparty>
</author>
<iscomplete>true</iscomplete>
<isvalidated>true</isvalidated>
<expirationdate>2013 -08- 01</expirationdate>
<heading>
<id S="ID - KMEHR" SV="1.0">1</id>
<cd S="CBHEADING" SV="1.1">prescription</cd>
<item>
<id S="ID - KMEHR" SV="1.0">1</id>
<cd S="CBITEM" SV="1.1">medication</cd>
<content>
<nedicinalproduct>
<intendedcd S="CD DRU&NK" SV="2.0">0318717</intendedcd>
<intendedname>Adalat Oros 30 (c) 30mg </intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CBLIFECYCLE" SV="1.0">prescribed</cd>
</life cycle>

<quantity>
<decimal>1</decimal>
</quantity>
<frequency>
<periodicity>
<cd S="CBPERIODICITY" SV="1.0">D</cd>
</periodicity>
</frequency>
<dayperiod>
<cd S="CBDAYPERIOD" SV="1.0">evening</cd>
</dayperiod>
<posology>

<text L="nl">1x</text>
</posology>
</item>
<item>
<id S="ID - KMEHR" SV="1.0">2</id>
<cd S="CBITEM" SV="1.1">medication</cd>
<content>
<medicinalproduct>
<intendedcd S="CD DRU&NK" SV="2.0>1085885</intendedcd>
<intendedname>Actrapid HM Penfill (c) 1001U/ml
</intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CBLIFECYCLE" SV="1.0">prescribed</cd>
</lifecycle>
<quantity>
<decimal>1</decimal>
</quantity>
<posology>
<text L="nI">2x/d 12E voor de maaltijd SC</text>
</posology>
</item>
<item>
<id S="ID - KMEHR" SV="1.0">3</id>
<cd S="CBITEM" SV="1.1">medication</cd>
<content>
<medicinalproduct>
<intendedcd S="CD DRU{&NK"SV="2.0">1077718</intendedcd>
<intendedname>Insulatard HM Penfill (c) 1001U/m
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</item>
<item>

</intendedname>

</medicinalproduct>
</content>
<lifecycle>

<cd S="CBLIFECYCLE" SV="1.0">prescribed</cd>

</lifecycle>
<quantity>

<decimal>1</decimal>
</quantity>
<posology>

<text L="nl">1x/d 7E voor het slapen</text>
</posology>

<id S="ID - KMEHR" SV="1.0">4</id>
<cd S="CBITEM" SV="1.1">medication</cd>
<content>

<medicinalproduct>

<intendedcd S="CD DRU®NK" SV="2.0%>1057959</intendedcd>

</item>
</heading>
</transaction>
</folder>
</kmehmessage>

<intendedname>Spironolactone E.G. (c) 100mg
</intendedname>
</medicinalproduct>
</content>
<lifecycle>
<cd S="CBLIFECYCLE" SV="1.0">prescribed</cd>
</lifecycle>
<quantity>
<decimal>1</decimal>
</quantity>
<frequency>
<periodicity>
<cd S="CBPERIODICITY" SV="1.0">D</cd>
</periodicity>
</frequency>
<dayperiod>
<cd S="CBDAYPERIOD" SV="1.0">morning</cd>
</dayperiod>
<posology>
<text L="nl">1x/d</text>
</posology>

Example of a 'product' medication item:

<item>
<id SV="1.0"' S="ID-KMEHR">1</id>

<cd SV="1.2' S="CD-ITEM">medicatior/cd>

<content
<medicinalproduct

<intendedcdSV="201007" S="CD-DRUG-CNK">148422%/intendedcct

<intendednanwepanadol tab 50x 1<jintendednante

</medicinalproduct
</content

</item>

Example of a 'substance' medication item:

<item>
<id SV="1.0' S="ID-KMEHR">1</id>

<cd SV="1.2' S="CD-ITEM">medicatior/cd>
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<content
<substanceproduet
<intendedcd5V="201007" S="CD-INNCLUSTER'>803874%/intendedct
<intendednanweparacetamol 1 giitendednanve
</substanceproduzt
</content

<litem>

Gal IA&GNF £ LINBrd@dkkd déxiugl description)” 2 Y

<item>
<id SV="1.0"' S="ID-KMEHR">1</id>
<cd SV="1.2' S="CD-ITEM">medicatior/cd>
<content
<compoundprescriptioh="FR">Prescription magistratécompoundprescription
</content

<litem>

4.2.1CHECKINGETTIN@HE AUTHOR OF THEEBRRIPTION

For prescription software, the prescriber defined in the KMEHR prescription must be the same as the user owner of the
session (SAML session created by the service createSession()).

For executor software,isce the Recige system does not see the content the prescription itself, it is up to the
software of theexecutorto check that the name of the prescriber corresponds with the author as entered in the Kmehr
message.

4.2.2PRESCRIPTION TYPE

When the prescription software is creating a prescription, thelaNJ&A 6 dziS G LINBAONR LIi A2y (@& LJSé

During the pilot phase, only pharmaceutical prescriptions are in scope. Currently we have defined following 4 types of
pharmaceutical prescriptions

- POor PP Pharmaceutical prescription

- P1:Pharmaeutical prescription that necessitates\NX | G A 2y 2y (dbifty LI GASy(iQa Aya
P2 :Pharmaceutical prescriptiothat necessitatesittestationinformation
The PP pharmaceutical prescription is only a temporary one, and will be dropped in the futaveriof the PO, P1 and
P2 types. The software providers are encouraged to already implement the distinction between PO, P1, and P2. This
distinction can be made by looking at the BCFI database and the prescribed medication.

In generalis expected from stfvare provider to implement a solution open #ny future updates of this prescription
type.

Note: this prescription type is important because it is used by the Redpstem to define access rights for executors.
The executor will only be able to reéddecrypt)messages of types to which he has accésg. a pharmacist has access
to pharmaceutical prescriptions)

4.3 NOTIFICATION FORMAT

When aprescribercreates a complex prescription, he has the possibility to send a notification message to a specific
executor containing indication regarding the content of the prescription to be prepared or ordered (however, a
notification message does nguaranteethat the patient will come to this dedicated pharmacyhe natification can
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also contain a copy of thergscription itself.The Notification message before encryption is a XML message that must be

compliant with following description.

4.3.1XSD VALIDATION

The File Notification.xsd provided in the Reeiplient package describes the format of a feedback.

Content of the file:

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:km="http://www.ehealth.fgov.be/standards/kmehr/schema/v1"
xmlns="http://services.recipe.be"
targetNamespace="http://services.recipe.be">
<xs:import namespace="http://ww.ehealth.fgov.be/standards/kmehr/schema/v1"
schemalocation="../201006&kmehr/ehealthkmehr/XSD/kmehr_elements.xsd"/>
<xs:element name="notification">
<xs:complexType>
<xs:sequence>
<xs:elemenhame="text" type="xs:string" maxOccurs="1" minOccurs="0"/>
<xs:element name="kmehrmessage" type="km:kmehrmessageType" maxOccurs="1" minOccurs="0"
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

4.3.2SAMPLE FILE

<?xml version="0" encoding="IS&8591"?>
<p:notification xmins:p="http://services.recipe.be"
xmins:xsi="http://www.w3.0rg/2001/XMLSchemastance"
xsi:schemal.ocation="http://services.recipe.be notification.xsd">
<text>this is a notification</text>
<kmehrmessagdthe Kmehr prescriptionk/kmehrmessage>
</p:notification>

4.4 FEEDBACK FORMAT

When requested by the prescriber, a Feedback may belsack by the prescription executor (pharmacist) once

>

prescription is delivered. The Feedback before encryption is a XML message that must be compliant with following

description.

4.4.1XSD VALIDATION

The File Feedback.xsd provided in the Reciglient packagedescribes the format of a notification.

Content of the file:

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://services.recipe.be"
targetNamespace="http://services.recipe.be">
<xs:element name="feedback">
<xs:complexType>
<xs:sequence>
<xs:element name="text" type="xs:string" maxOccurs="1"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

4.4 2SAMPLE FILE

<?xml version="1.0" encoding="188591"?7>
<p:feedback xmlIns:p="http://services.recipe.be"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchemiastance"
xsi:schemal ocation="http://services.recipe.be feedback.xsd">
<text>this is a feedback</text>
</p:feedback>

4.5 AUTHENTICATIGNAUTHORIZATION

4.5.1DEFINITION

In this documentwhat is namedhe RecipS G aSaaiz2y¢ Aa Ay LINFYOGAOS I {!a]
by the care provider, this token allows calling each one of the Resigrvices. The validity of this token is limited in
time.

4.5.2SESSION CREATION

The authenticatioomug be done at session stattp and uses

w elD of aphysicaluser(+ PIN code)
w organizationakHealth Certificatelinked to a particular software installation and containing a responsible
person

This authenication is validatedby eHealth and a work session (by means of a SAML token) is gendria¢edhlidity of
the session is sector dependant. This should be a variable defined with default and maximum valiés as
Prescribers and2H for ExecutorsThis also means that thgrescribers and executors will have not have to enter their
elD and pin more than once or twice per day (i.e. after their session token expires)

Following combinations will be allowed access the Recip system:

Prescriber(e.g. doctor) e-ID of prescriber eHealth certificate containing a responsibbioés-roet-have
to-be-a-pharmaciste.g. doctor himself when single docto
main doctor in doctors practice, main responsible
K2aLWAGFfX RANBOG2NI Ay NBi

Pharmacist e-ID ofpharmacist EHealth certificatdinked to the pharmacy (identified by th
NIHIHPHARMACY). This certificate also contaias
responsible (does not have to be a pharmacist; e.g. ow
of pharmacy)

Non-Pharmacist Executor e-ID of executor eHealth certificate containing a responsible (does not h:

(e.g.physiotherapist, G2 0SS +ty SESOdzi2NTr So3od R

ydzNB S X0
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Table3 ¢ Authorization combinations

For prescriber, as stated in tl@gertificate column, the certificate can be of different types:
1. ! LINAGFGS LINI OGAOS OSNIAFTAOIGS O6RSyGAalds aLISOAIE AACL
2. A group practice certificate : group practice identification number (provided by eHealth)
3. A Retirement home certificate : identified ByNIHHRETIREMENT
4. A Hospital certificate: identified by NIHHOSPITAL.
This is also valid for nurses.
For Pharmacists: The certificate must be the one linked to the pharmacy (identified WPNWRMACY).
The software provider habie responsibilitto make sure that the carprovider:
- Has a valid card reader setup on his machine, this reader must be able tBe&admEID card (card reader

requirement are described on web sitdtp://eid.belgium.be)
- Hasavalid eHealth certificatstored in a secured Keystore (p12 filRefer to doc [5].

4.5.3SESSION CREATIONLBANCK

A fallback exists to create the session in case of the care provider does not have his EID witk BIB is broken,....
This fallbackises thepersonalencryption ley of the prescriber or executor (used for addressed encryption), instead of
using theEID.

The ssion created with the fallback mechanism is limited in time tdtfhld time is configurable, and will be further
refined during the course of the pilotTtis means that every hour, the care provider will have to enter is user (his nihii
id) and his password (the passphrase of the keystore containing the eHealth certificates).

This fallback shall not be the default authentication solution. On top of thitexpected from software vendors that
they does not automate the user/password input (no password recording possible).

Technical details of the fallback function are being further worked out, and any further requirements to do with the

fallback solutio, will be defined in a later version of this document. In order not to delay delivery of integration with

the Recipe solution, at this time, the integration module already foresees an interface for the creation of the fallback
sessionRefer to functiord ONBS I G SCF tft 6 O1{ SaadA2yo0¢ FT2NJ Y2NBE Ay TF2NNI (A

4.5.4SESSIONTOP

Once authenticated, modules keep in memory the SAML token. This SAML token is a key element is authentication
mechanism and therefore must be destroyed if the care provider does not need toea§eeRservices any more.

It is expected from software provider that this session is correctly destroyed (See API unloadSession) once the care
provider shutdown hisoftware/computer.

Software providers also have the possibility to secure even moredkentby unloading it in case of care provider
inactivity. Ex: if th@orescriberdo notuse his software for a defined period (ex: 30 minutes), the session is automatically
unloaded. If the prescriber wishes to use a Recgervice agairhe will have to ater his PIN code

4.5.1ACCESS TO KEYSHOR

Since the keystore contains the different certificates and public/private keys of all people using the pc, special attention
should be put on the protection and access to this keystore. The software vendors are exjmeatthere to following
points:
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1 The software should allow the engser to easily delete his personal keys from the keystore. The taken
approach should be usériendly (e.g. without the user having to enter the different keystore commands)

 ThesoftwaresBdzf R [ fft2¢6 Iy FRYAYAAGNI G§AGS LISNE2Yy o6Soe3ad (K
easily delete any of the personal keys from the keystdte taken approach should be udaendly (e.qg.
without the user having to enter the different keystoremmands)

1 The software should enforce that only the user to which the keys belong, has access to his personal keys. This
to prevent for instance the case where a user would be able to start an emergency session in the name of
another usemwhose keys resideithe same keystoreThis can for instance be done by linkihg concept of a
user account to the password which is used to access the private keys of a particular user.

4.6 BARCODE SPECIFICATIO

On top of the prescription, a new barcode will be found that contains the Retiipof the prescriptionThis barcode
needs to be compatible with the current barcode readers found in pharmacies.

4.6.1FORMAT RECIP
The RecifD (or RID) has form&HEPPXXXXXXwhere
w BEisa 2character alphanumerical id that stands for tbeuntry (BE = Belgium)
w PP is 2character alphanumericad that stands for the type of prescriptiqgPP=¥ 3 S y hatihacetical
prescriptionyp w S TPgesttipiich Type &4 SOG A2y F2NJ Y2NB AYyF2NNIGA2Y 2V
w  XXXXXX4n8-characteralphanumericabequence ID

The alphanumericalharacters can be numbers or uppercase letters:

0 Possible characters afd23456789ABCDEFGHKLMNPRSTVWXYZ
0 Due to possible ambiguity letters O, Q, I, J, U and V are not used

The ReciD will be provided by eHealth during the creation of a prescription.

4.6.1FORMT BARCODE
The 128A4ormatisused for the barcodeThe barcode symbology specified inSO/IEC 15417:2007

Example:

BEPP12345678

4.7 PRINT PRESCRIPTIBER PRESCRIBERS)

4.7.1BARCODE

The Prescription software must print the prescription ID as a barcode on the paper prescription.

The prescription layout is defined on indrigiv portal:
- NL:
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FR http://www.inami.fgov.be/drug/fr/pharmacists/papers/prescriptions/index.htm

This larcode must be printed in the upper part of the prescription.

The print quality of the barcode must be compliant with the 1ISO15416 speC|f|cat|0n (Bar Code Print Quidktine:
rm of quiet zones, refleg@d2 Y G NI &0 X0 @

this specification descrlbes re

EPPazllbb22

Naam en voornaam van de voorschrijver
Foco Bar

1.13424.66.004

DOOR DE VOORSCHRUVER IN TE VULLEN:
naam en voormaam

Voorbehouden aan het R/
verpakkingsvignet

Stempet van de voorschrijver Datum en handiekening van de

Uitvoerbaar vanaf voornoemde datum of
vanaf:

GENEESMIDDELENVOORSCHRIFT

Figure2 ¢ Sample prescription
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4.7.2MEDICATIONS

The list of medications must be printed on the prescriptforiddle right area ¢ KA & GLINAyYy Gl of Sé | NB
lines and characters per line.

Thelimit is currently set to 10 lines with ea@® characters Each medication must be printed on a dedicated line. If a
medication is printed on two lines, the prescription software must make soa¢ the overall prescriptiordoes not
exceed 10 lines. If this the case, a new prescription with a new RID mustréated.

4.8 ARCHIVING (FOR EXEOB SOFTWARE

The executor has the responsibility to archive the prescription and its ohetia once delivered.

Recipe recommendghat the archivecontainfor eachdelivered Prescription:
- ¢KS LINBAONRLIIAZ2Y AY F2NNI G a{SFHf{SRC2N]Jyly26yé O0KA:
document). It contains digital signature of the prescriber.
- The timestampiBprovided by Recie. It gives the proof that the prescription has exidtata specific point in
time. The timestamp contains the Hash of the prescription and the creation date in an envelope signed by e
health.
- The Encryption Kefpr the prescriptionprovided by eHealth.

When using the integration modules aleéquired information isreturned by the getPrescription function(see
5.3.1155:310"getPrescription'(for Executor]Executor Integration Modulg]

- PrescriptionvariableWa S| f S R tReyfaiudhybfithe getPrescription function

- TimestamgD: @I NA I 6 £ S W iiAtNeSeaiuinloffHelgeyPREcRofon function

- el SFEUGK SYONRBLIGAZ2Y 1 Srthe refuitnNithe getP&sclipoyf OidomJi A 2 Yy Y S& Q

When using the web segs part of the informationis returned by the getPrescriptioaction of the ExecutorServices
webservice(see6.3.10"getPrescription”(for Executor)ExecutorServicep, part of the information is returned bthe
getKey operation of the-Health KGS®eb servicgsee6.2.6.2KGSH
- t NBAONRLIIA2YY StSYSyid WLINBAONRALIIAZYQ aofgetPiescBptioR S ONE LI
- Timestam@l 5Y St SYSyid WiAYS&dl YLAYILRQ Ay (KD RSONERLIISR
getPrescription
- eHealthencryptionkeyst SYSy i Ww{SeQ Ay (KS RSONBLIISR O2yiSyid 2

Furthermore, Recig recommendghat
- the archivinghappens in a secure way (e.g. secure communication, secure skorgpéce the information
stored in the archive allows insight into the prescription data, access to the archive should be restricted to the
pharmacist responsible for the archived prestidp, and parties having rights to the information for a
LI NI AOdzt  NJ ySSR oS3 tS3IIFt Ay@Saidaalridrazyas Xo
- each archiving is linked to a unique key, and the executor software stores the link between the archiving
unigue key and the Recip|D

Besides thisthe executor software has the responsibility to notify Reziwhen theprescription has been archiveay
using the MarkAsArchived functionality (sBe.14-3-33'markAsArchived" [Executor Integratidviodule] when using

the integration module, and.3.13 "markAsArchived" [ExecutdBervices when using the web servicedfrom this
moment on the prescription carbe deleted in the central Recip system.

4.9 PERFORMANCE METRUPEOAD
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During the pilot, Recie needs to receive information about performances of services used in the solution (such as
eHealth response time, create Prescription response time). These performance metrics do not contain information
regarding care provider work (only response times of technical servit@s)care provider must be warned that such
metrics are collected on his workstation. Reeigxpects that software providers warned their care provider before the
activation of the ollect.

Depending on the Integration Option:

1 Option 1¢ with modules: the collect of performance measures is included in the module. A CSV file is
generated under the execution directory folder. This file is uploaded on a regular basis ore Reriger
(Activation and frequencys defined in thelog4j.xmlconfiguration file by default is is uploaded once day in
background.

1 Option 2- with web services: software providers must store in a local CSV file all services response times. This
file should be ploaded on Recie server on a regular basis (application sigpt during the night...).

The file structureshould be the default perf4j structure (Seé )
Sample:
start[1280418692984] time[1945] tag[ExecutorintegrationModule#getPrescription.success]
start[1280418695489] time[ 50] tag[ExecutorintegrationModule# createSessionsuccess]
Where
o0 Start : is the start date of the service call (universal date as a long)
o Time is the time to cathe service in ms
o ¢Fr3 A& GKS yrYS 2F (KS FdzyOGA2y e2dz KIS OFffS
response youeceivefrom the service.
Once collected, the file should becompressed (gzip) anduploaded with the service
[Pescriber/Executor]Serviagoload().
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5 INTEGRATION OPTIGQNMODULES

5.1 OVERVIEW

75.1.1 PRESCRIBER SOFTWARE

The section below describes the technical scope of the development work, concerning functionalities to foresee by the
Software Provider in the software tife Software Provider to integrate with the Re@systemand eHealth

¢KS TFTA3IdzNB o0St2¢6 aKz2ga |ff GKS OGAaAz2ya G2 o06S LISNF2NXYS
integrated with the Recig system.

createSession()

SAML Token=—

eHealth
Services

createPrescription
(KmehrMessage)

eHealth ESB

Doctor IREBp-{=
Integration
Softwn “7e Module

Recip-e
Central

System

ListOpenPrescriptions

Figure3 ¢ Integration Option 1 (Integration Modules) Prescriber

The red rectangle represents the software of the Software ProvimePrescribersThe green rectangle represents the
Recipe integration module which allowstigracting with the Recig central systenand eHealth common services

We consider two types of functionalities:
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1 Communication functionality provided by the Reeintegration module (or, if the Software Provider opts not
to use the Integration module, tbe implemented by the Software Provider, basedtiois documenj - arrows
between the green and red rectangles

1 Internal functionality within the Software Provider softwareircle-arrows within the rectangle

Communication functionality:

1. SessiorManagement:

a. Create SessionSend a session creation request to eHealth
b. Load Sessian_oad a previously loaded session
c. Unload SessionUnload the current session

2. CreatePrescription Send a prescription tthe Recipe Integration moduleThe software receives ieturn the
RID(Recipe ID) The prescriber can decide if want to get a feedback from the executor.

3. Send Notification Theprescriberhas the option to send aotificationdirectly to an executarThis could for
instance contain @rescription to prepare or a personal message

4. ListFeedbackAsk for feedbackent by executarln return the software receiveall feedbacksaddressed to
him.

5. RevokePrescription:If the prescriberchooses so, he caevoke/canceh prescriptionThe cacellation of a
prescription by theprescribershould be communicated to the Reeagsystem. The cancellation request is sent
to the module with the Recig unique identification numbemR1D. Theprescriberreceives aonfirmation that
the prescription hadeen cancelled.

6. List Open PrescriptionsThe Software Provider software requests an update from the Recigntral system
concerning the status of its prescriptionsolitainsa list of prescriptiors with their status.

7. Get PrescriptionThe Software Providaran retrievea prescription previously created.

8. Update Feedback Flathe software provider change the feedback flag set previously (Action 1)

Internal functionality

A. Identify the patient through
1 the NISBNISZnumber found on the ptents ID card
9 information on the patients SIS card
91 information on the patients mutuality sticker
9 directly into the system thexecutor(if the patient is already in the system)

B. Use MyCareNet services such as patiggtits such agsurability (this isurrently not in scope of the
integration specificationdyut is included here for clarity sake)

C. Create a prescription in the Software Provider software and attach it to the patient record in the Software
Provider software

D. Add the unique identification nuber (Recipe ID) of the electronic prescription (received from Regjpto the
prescription, and print the prescription witRIDon it in barcode format

E. Theprescriberhas the option to send a message directly toexecutor This could for instance contain a
recipeto prepare or a personal message. The Service Supplier software needs to alioregbeberto input
such a message

F. Insert the received feedback into the patient record in the Software Provider software

G. Cancelhe prescription from the patient record in the Software Provider software (only when requested by the
prescribe)

H / 2yadzZ & hLISy t NBAONRLIIAZ2Y 0 LINEa O R pdifcintayce igdsons, the NI
list of openprescription can b updated in batch mode (e.g. once a day).

5.1.2 EXECUTOR SOFTWARE
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and the way it is to be integrated withe Recipe systemand eHealth serves

-ff—createSession()

— SAML Token=

l GetPrescription(RID)
PR ———

Recip-E MarkAs(Un)Delivered(RID) Pharmacist
- —————@

Integratio
n Module R ——— Software

MarkAsArchived(RID)

3 CreateFeedback(XMLFeedback|
Recip-e
Central
System

ListAddressedPrescriptions()

~——~

Figure4 ¢ Integration Option 1 (Integration Modules) Executor

Communication functionality

1. Session Management
a. Create SessionSend a session creation request to eHealth
b. Load SessiarLoad a previously loaded session
c. Unload SessionUnload the current session
2. Get PrescriptionGet the prescription using the ReeD found in barcode format on the prescription
provided by the patient
3. Mark PrescriptionAs (unjlelivered: Software Provider software signals the Reeigystem that the
prescription (or at least one item on the prescription) has been delivered. The Integration module returns a
Confirmation
4. Mark PrescriptionAs archived Software Provider software signals the Regigystem that the prescription has
beenarchived The Integration module returns@onfirmation
5. Send feedbackSend feedback on the prescription to theescribersystem (the feedback must contain the
name ofprescriber patient name and prescription to which it relates). The Integration module returns a
Confirmation.
6. ListNatifications: Get allnotificationsfrom prescriberglirected to thisexecutor Theprescribercan send a
text message to a specifexecuta. (e.g. could contain gecipeto be prepared). The Integration module
returns a Confirmation.

Internal functionality

A. Identify the patient through
1 the NISSNISZnumber found on the patients ID card

1 information on the patients SIS card
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1 information onthe patients mutuality sticker
1 directly into the system thexecutor(if the patient is already in the system)
B. Identify the prescription by reading the barcode containing the prescription number on the paper prescription

Check the insurability of theatient on MyCareNettliis iscurrently not in scope of the integration
specificationsbut is included here for clarity sake)

D. Translate the prescription returned from the Reeigystem into the internal format of the Software Provider
software, save th@rescription in the Software Provider software, and show the prescription to the pharmacist

E. Create feedback for the prescriptiemproviding an additional screen that allows the introduction of feedback
for a prescription. Multiple feedbacks on the samesxription are possible.

F. Get allnotificationsg Theprescribercan send a text message to a spea@fiecutor (e.g. could contain a
prescription to be prepared). The pharmacist software needs to be able to show this.

G. Archiving of the prescriptioronce achived (out of scope of the specification), the executor software notifies
recip-e system.

5.2 INTEGRATION DETAIL

5.2.1APPROACH

The approach suggested to use Reziptegration modules is:
1. LYGSaNF GS lirkySur sofvar@rio Recipetbackencheeded).
2. Configure the modules to udgecipe Acceptance web services (basic authentication) via the Belgacom VPN
(ask Accenture for url/user & passwords)
3. Configure the modules to use eHeatitatform (ESBSAML Services and EID authentication

15.2.1.1 MOCK

Ead integration moduleK & + aY201¢ @SNAAZ2Y 2F GKS !''tLd ¢KAA Y201
API.This mock version allows software vendors to update tapplicationwithout needing a real Recip backend.

For prescriberthe mocky 2 Rdzf S A& 40 S®NBOALIS®Of ASydoY20] ot NBAaONR O SNL
Y2RdzZ S A4 G0SONBOALISOOtASYiodY20] 0SESOdzi2NLyY G SINI A2y a?

Samplenstanciationof the mockmodule

PrescriberIntegrationModule module = new PrescriberIntegrationModuleMock() :
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25.—24735.2.1.2EHEALTI8ERVICES

Once you have successfully mtegrated RecipPl, you can replace the mteqratlonModuIeMock by théealth

PFesedae#Phamqaeist—m—the-SIS-eenﬁgwanomh|s module are avallable

- For Prescriber : in the class be.recipe.client.PrescriberIntegrationModule
- For Executor : in the class be.recip.client.ExecutorintegrationModule

Both modules take in argument the pati the Recipe configuration file.

5.2.2JAVA

¢tKS WIw FTAfSa 02yl Ay S Recheftzif patkags @ustbhSadded 8 yoddspath 2 F (G KS w

Then, add following import in your code:

import bhe.recipe.client.ExecutorIntegrationModule;
import be.recipe.client.PrescriberIntegrationModule;

PrescribetExecutorAPIs can then be invoked using code

Sample Code for Prescriber:

f4 Module initislization
PrescriberIntegrationtModule module = new PrescriberIntegrationModuler)

/4 Login with the EID
String =session = module. createSession();
System. out.println("User successfully logged-in with session @ " + session )@

/¢ Initalization of the prescription
Long patientId = 840712305811; // The niss nunber of the patient

boolean feedbackRecquested = true ; // Zet if the prescrikber want a feedhack on the prescription
byte[] prescription = readPrescripticon(); // input the prescription as = EMEHR EML message
String prescriptionType = "PP": // The prescription type : Pharwaceuticsal Prescription

/4 Create the prescription in Recip-e

String rid = mwodule.createPrescription (feedbackRequested, patientId, prescription,

System.out.println("The prescription ™ 4+ rid + ™ has been created successiully!™);

prescriptionType

Sample code for Executor:
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f/ Module initiaslization
ExecutorIntegrationModule module = new ExecutorIntegrationModule():

f/ Login with the EID
3tring session = mwodule. createSezgion():

Svstem. cut.println("User successfully logged-in with session @00 " 4+ session 1!

/4 The RID is entered by the pharmacist
3tring rid = "EEPPalbZc3d4dr™;

/4 The prescription is retrieved from Recip-=
GetPrescriptionForPrescriberBesult prescriptionBesult = wodule.getPrescription(rid) ;

byte[] prescription = prescriptionPFesult.getPrescriptioni):

Svstem. cut.println("The prescription "™ + rid + " has been successfully loaded @00 ™ +
new Stringiprescription)):;

w S T S Sdrviceeinvéntoy  The filllist of all available functions and their associated input/outpatameters.

C2NJ LISNF2NXI yOS NBI a2y a >xxirke§ratidnyddiilg shdultl e lddha énye akapplicatisrS O f |
start-up.

5.2.3DLL

¢KS 5[] FAftSa O2yial AySR A y-eclekt3ip packdgR Bidsl bé Raglad hoSyibue project2 F
dependencies.

Then, add an import statement in your code. Sampléecin VB.NET :

Imports  be.recipe.client

Then, the Recie client can be used with the code (VB.NET):

Dim prescriberIntegrationModule = New PrescriberIntegrationModule()
" Create the session with EID, use enters his PIN code
prescriberIntegrationModule. createSession()

Dim patientId As Long

Dim feedbackRequested As Boolean
Dim prescription

Dim prescriptionType As String
Dim rid As String

patientId = 8487123@581 ' the INSS of the patient

feedbackRequested = True ' set if a feedback from the executor is needed
prescription = readPrescription() ' Get the prescription content]
prescriptionType = "PP" ' Pharmaceutical prescriptien

rid = prescriberIntegrationModule.createPrescription(feedbackRequested, patientId, prescripticon, prescriptionType)

Debug.Print("The prescription " & rid & " has been created successfully™)

Strictly confidentiat, ForRecipe project membeuse only Page |30



Application Analysis accenture @n T
Fout! Gebruik het tabblad Start om Heading 1 toe te passen op de tekst die u hier wilt we - ?

5.2.4MODULE CONFIGURATION

In next section, following notation is used:
- ${INSTALL_DIR}: represents the folder containing the recipe client lileargdars or Dlls).

[ 2y FATdzNI GA2Y LI NF YSGSNB FT2N Ly idS3INI Goodgcipa@ RAS & ® LING LIRI

The Path to the configuration file should be defined in argument of the module constructor.

5.2.5CERTIFICATES

Pre-requisite: the care provider ownsHealthcertificates (See Document Ref 5). Thesdificatesare stored in &key
store. The document Ref 5 describes in detail how to generate and register the certificates in eHealth and then store it
in a key store (@12 file). For the moment, this procedure requires two steps :
- Administrative: the care provider needs to sign a certificate request.
- Technical: a set of commands to run with the tool openssl. EHealth has foreseen to change this technical
procedure intoan online procedure.

The properties of théey storemust be defined in the configuration file as following:

- KEYSTORE_FILE: Name & PATH gfdteankey storeF At S ol 60a2€tdziS t! ¢l adlkNlHa ¥
ThekeystoremustbeaPKcsmkéye NE O4dF PLIMHEOP ¢KS | dzZiKSYGAOlGAZ2Y

I dzi KSYGAOlI GA2YE D

—KELSIFOR._LTAAFZ._L'Fhe-tyIaewﬁeFeé—a—d-zO-K—I—aALWY{ > tY/! {mHXO
- KEYSTORE_PASSWORD: the passphrase/passwordystdéhekey store This password is defined during the

certificate generation procedure.

. CBE=0823257311, MEDISOFT 20101019-132214.p12 - KeyStor
| File Edit View Tools Examine Help

DOB| YN +BR(RAARROIREQRQ|O

CBE=0823257311, MEDISOFT 20101019-132214.p12 X |

O3] entry Name | Algorithm | Certificate Expiry Last Modified
@ - - 296928885643798464535476159651589174227 -

@ - - authentication - -

R -0 CN=CBE\=0823257311\, MEDISOFT,OU=eHealth-platform Belgium,OU=RECIP-E,... RSA 2048 31/déc./2010 12:37:2...

R - @ O-=Federal Government,0l=eHealth-platform Belgium,C=BE,CN=TRAIL eHealth ... RSA 2048 07/sept. /2020 14:55:...

KeyStore Type: PKCS #12, Size: 4 Entries, Path: 'C:\dev\dist\prescriber\conf\p 12\CBE=0823257311, MEDISOFT 20101019-132214.p12'

Samplekey storesection of the recipelient.properties configuratiofile:

KEYSTORE_ FILE=%CONF%/p12/CBE=0823257311, MEDISOFT130PA %03 B2
KEMETORE FIESDR R Doctord 1D

KEYSTORETYRPE=PKCS12

KEYSTORE_PASSWORD = doctorl

KEYSTORE_AUTH_ALIAS = docterl_auth
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For multiuser accessr falk- back session creauo(e g several doctors sharing the same workstation), it is possible to

prepe#ty—nam@opv the personal kev pair _in a specmc folder rm‘m!d by the conﬁquratlon parameter
KEYSTORE_AUTH P12 FODDERKS Yy I YAy 3 O2y @Sy ilAzy F2NJ GKS 1S&LJ AN A
i A Y S B (Shivemnadnte then the one generated bKeS | f § K LINP OSRdzNL ® { SS ! yySE &/ SN

Exampleof content of theKEYSTORE _AUTH P12 FOi DER

| | » Computer » OSDwk(Ci) » dev » dist » prescnber » cord » pl2

Qrganize = Includie m ibeaey = Share with » Suen New foider

I Favorites
#g CBE=0823257311, MEDISOFT 20101019-132214
RS Desitop Ayf SSIN=83010532910_20100019-174830

4 Libraries

£ Heary, Thibaw
™ Computer

= 0SDisk (C)

5067 0056t =

‘5.2.6WSDLS

Recipe integration modules are connectdd different web services. The URL of each service can be customized if
needed. Indeed, for test purpose, it can be interesting to seevicesof acceptance platform. Only change these
parameters if it is requested by Re@pgeam.

Following WSDLs URie alefined in the configuration file:

- wsdl.ehealth. prescnbeWSDL—P—R—ESGR—IEE(Eclpe web servicetJRLthat should be used by Prescriber (for
G/ NBI GSt NSAONRLIIAZ2Y € XU

- wsdl.ehealth. executGA.LSDL—EXEGUII'CN%mpe web servicet)RLthat should be used by Pregution
SESOdzi2NJ 6 F2NJ t NBAONALIiA2Y 5SSt ABSNEXO

- wsdl.stWSDL-ST.FHealthsecure token servicdRL(SAML assertion generator)

- wsdl.etkMSBEETKEHealthETK DepdtRL(public key repository)

- wsdl.kgs¥¥SBLKGSEBHealthEncryption key generator & storage see/URL

5.2.7LOGS

¢KS 23 O2yFAIdzNF GA2Yy LI NI YSGSNAR I NB

Pl
w
-+
>
<
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P
>
<
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ey
w
-+
>

Refer to log4j documentation for the customization of logging parameters.
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The default parameters are:
- The Log level is set to DEBUG
- ThedefaultLogBl A a aSdotinzs ydiNgE @AALES
- ! ySg FTAES Aad ONBIFIGSR SIOK yS¢ RIFI@T GKS LINBGA2dza T
Ot ASyiliodt23d, ,, aa55®dI ALE D
- Anhistory of 7 days is stored on the file system, older files are removed.

5.3 SEVICE INVENTORY

This section lists all available APl in the integration modules.

‘5.3.1"CREATESESSION" [PEEIBER INTEGRATIOMODULE, EXECUTOR HNRATION

‘ MODULE]

Operation Name createSession

Class Name PrescriberintegrationModule,ExecutorintegrationModule

Description This function creates a user session based on the EID of théRlSecode is thg

required) and his e¢dlth certificate

The session created is an XML SAML token; this token is not linked to a p
machine. Therefore, on the one hand, it musphetected to prevent malicious syst
to stole this token, on the other hand, the token can be shared in multi cor
environment (such as pharmady)SS af 21 R{ Sa&aAr2yé
\When to be triggered When the user starts his application

When the stored token has@eded his validity period

Errors Technical Services Exception such as Connection failure, Encryption
EID card reader issue (no card, unreadable card).

Inputs Integration Module Order Type Name Description

Output Integration Module Type Name Description

String xmISamITokeSAML response obtained from eHealth STS s¢
The SAML token has a validity &H fon
prescribers, 12H for executorgThis time i
configurable, and will be further refined during
course of the pilot)This SAML token can be stg
by the software provider (in a file or in
database). The function "loadSession" shoul
use to restore the session.

Implementation Detail Step Description
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1 The module initializes the BEId framework. Read the EID card
2 PIN code of the endser is requested

3 A SAML Request is creatadd signed with the certificatand sent tq
eHealth STS

4 The module returns the SAML token as an XML message. This XML
can be stored on the hard disk (Cookie like)

‘5.3.2"LOADSESSION" [PREEBER INTEGRATION IMQE, EXECUTORNTEGRATION

‘ MODULE]
Operation Name loadSession
Class Name PrescriberintegrationModule,ExecutorintegrationModule
Description This function should be used to reload a stored session
'When to be triggered When the prescriber wants to reload an actbession (after a computer shutdown)
Errors Technical Services Exception such as Connection failure, Encryption
EID card reader issue (no card, unreadable card).

Inputs Integration Module Order Type Name Description

1 String xmlSamITokeThe SAML token received by "createSession"
Output Integration Module Type Name Description

#N/A #N/A #N/A
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Implementation Detail Step Description

1  The module is initialized with the given SAML token, all WS exchang
Recipe will use this token.

‘5.3.3"UNLOADSESSION" [FRRIBER INTEGRATIGMDDULE, EXECUTOR HRRATION

‘ MODULE]
Operation Name unloadSession
Class Name PrescriberintegrationModule,ExecutorintegrationModule
Description Unload the current session.
'When to be triggered When the user is shutting down his application
After a long period of inactivity (definition of this period of inactivity under
responsibility of software providers).
Errors #N/A
Inputs Integration Module Order Type Name Description
Output Integration Module Type Name Description
#N/A #N/A #N/A
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accenture

Implementation Detail

Step Description
1  The module destr@jis current SAML token.

‘5.3.1"CREATEFALLBACKS(ESI [PRESCRIBER ISRATION MODULE, EXHOR
‘ INTEGRATION MODULE]

Operation Name

createFallbackSession

Class Name

PrescriberintegrationModule,ExecutorintegrationModule

Description

Create a sessiamsing eHealth certificatg&1D is not needed)

'When to be triggered

When the user does not have his EID with him.

Errors

Invalid password

Inputs Integration Module

Order Type Name Description
1 String userld The NIHII Id of the care provider (INAMI/RIZI
prescriberNIHIFPHARMACHr pharmacists)
2 String passphrase The passphrase of the Keystore containing eH
certificates.
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Output Integration Module Type Name Description

String xmlSamITokeSAML response obtained from eHealth STS s¢
The SAML token has a validity of 4H
prescribers, 12H for executors. This SAML
can be stored by the software provider (in a fil
in a database). The function "loadSession" sh
be use to restore the session.

Implementation Detail Step Description

1 A SAML Request is created and signed with the certificate and g
eHealth STS

2 The module returns thBAML token as an XML message. This XML m
can be stored on the hard disk (Cookie like)

‘ 5.3.1"HASVALIDSESSION"RESCRIBER INTEGRATI@ODULE, EXECUTORTEGRATION

‘ MODULE]

Operation Name hasValidSession

Class Name PrescriberintegrationModuleExecutorintegrationModule

Description Check if the current sessi®AML tokenis valid.

'When to be triggered Before calling a Recip service, this method check that session has not ekiing

method can be called at any time to check the validity of the SAML token.

Errors
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Inputs Integration Module Order Type Name Description

Output Integration Module Type Name Description
Boolean sessionValidilA Boolean that states if the session is still valig

Implementation Detail Step Description
1 The module checks if the current session is still valid.

5.3.2"PREPARECREATEPRESTEBN" [PRESCRIBEREGRATION MODULE]

Operation Name prepareCreatePrescription
Class Name PrescriberintegrationModule
Description Optional API. This API should be userinprove performances of "createPrescripti

It retrieves the different encryption keys to be used for "createPrescription”.

'When to be triggered When the prescriber has identified his patient. (This API cainvo&edwhile he i
typing the content of the prescription)
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Errors #N/A

Inputs Integration Module Order Type Name Description
1 Long patientld The ID of the patient

Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1 Retrieves Encryption keys of KGSS, Redreate the symmetric key
addressed encryption

5.3.3"CREATEPRESCRIPTIPIRESCRIBER INTEGRATMODULE]

Operation Name createPrescription
Class Name PrescriberintegrationModule
Description This action stores the prescription (Kmehr formafRécipe central system. This funct

takes care of the encryption (transport and storage). It returns the RID (Recipe I
printed on the paper prescription (RIDBEYYXXXXXXXXere Be is the country,Yis
the prescription typeex : PP pharmeceutical prescription) and XXX the ALPHA
sequence ID)

'When to be triggered When the prescriber has generated a local prescription (XML Kmehr format), this {
must be used to store it in Re@psecured storage.
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accenture

ven.

Errors Technical ServicesException such as Connection failure, Encryption f
Encryption Error : when Regaran't decrypt the message

Inputs Integration Module Order

Type Name Description

boolean feedbackRequestSet to true if the prescriber wants to receiy
feedback from the executor
Long patientld INSS number of the patient

byte[] prescription Prescription content as a Validated XML Kr
message. If the Prescription Type is twePP
the prescription must contain a valig
pharmaceutical prescription. (See XSD KN
Validation)

4  String prescriptionType Type of prescription, will be used to gene
the prescription ID and define what the alloy
profiles for the delivery &  Refer t
GPrescription Tyge &aSO0i0GAz2Yy
prescription types
Output Integration Module Type Name Description
String rid RID of the prescription (size = 12 chars)
Implementation Detail Step Description

1  The module checks the SAML token.

2  The module requests the Encryption Token (Signed Public Key) of th
service to ETK Depot (eHeadtrvice)

3 The module generates a "Symmetric Key request" (including the key
control list)

4  The message is ciphered using the Encryption Token of the recipient (se
personal Encryption Token of the sender is attached to the reqstipier
is KGSS)

5 The Sealed Response is received from Kgss, the module decrypt it. It
the secured encryption key

6  The KMEHR Prescription is ciphered with the "sealForUnknown" functio
ETE framework using the symmetric key

7 ¢KS YSaalidaS Aa SYyNAROKSR gAlGK YSil

8 A ciphered message is generated with the "seal" function of the ETE fran
(Recipient : Recip), the message is sent to Reeip

9  The message is decrypted. (Method "unseal()" of the E&EEWOrk is useo

The response contains The RID of The prescription.

5.3.4"SENDNOTIFICAITOIRRESCRIBER INTEGR®N MODULE]

Operation Name sendNotification

Class Name PrescriberintegrationModule
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Description

accenture

This function sends a notificatitm a specific executor. The notification indicates th
client is likely to retrieve/execute his prescription with him.

\When to be triggered

- When a patient has habits in a specific pharn
- When the product requires an ordering,

Errors

Technical Services Exception such as Connection failure, Encryption
ETK not present: the executor does not have a registered public Key at eHealth

Inputs Integration Module Order Type Name Description
1  Dbyte[] notificationTexXml messageontaining the notification. Must I
validated by the provided XSD
Long patientld INSS number of the patient
Long executorld  NIHIPHARMACY (APB+check digit) id of
recipient.
Output IntegrationModule Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2 The module requests the Encryption Token (Signed Public Key) of rec
ETK Depot (eHealdervice)

3 The module generates an XML request.

4  The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is the prescriber)

5 ¢KS YSaar3IsS Aa SYNAROKSR ¢gAlGK YSi

6  The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

7  The messagesisent to Recig, nothing is returned if the action is proces
successfully (otherwise, an exception is thrown)
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5.3.5"REVOKEPRESCRIPTIPRESCRIBER INTEAGRATMODULEEXECUTOR INTEGRATION

MODULE
Operation Name revokePrescription
Class Name PrescriberintegrationModuleExecutorintegrationModule
Description Revoke the prescription (the prescription is removed from Regystem). It is then n
possible to deliver it any more.
'When to be triggered When prescriber has done a mistake, he can use this function to revoke th
prescription and then create a new one with the function "createPrescription".
An executor can also decide to revoke a prescription. For instance in thgheasethg
patient request the executor to delete the prescription without delivering
prescribed items.
Errors Technical Services Exception such as Connection failure, Encryption failure
Inputs Integration Module Order Type Name Description
1  String rid RID of the prescription (size = 12 chars)
2 String reason Revoke reason to be used in the audit trail
Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description
1  The module checks the SAML token.
2 The module generates an XML request.
3  The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sendeattached to the request. (T
recipient is Recip)
4 The message is sent to Reejmothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)
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‘ 5.3.6"GETPRESCRIPTIGNOR PRESCRIBEHRESCRIBER INTEGRATMODULE]

Operation Name

getPrescription(for Prescriber)

Class Name

PrescriberintegrationModule

Description

This action returns the content of the prescription (KMEHR Standard)

\When to betriggered

When the prescriber has lost a prescription from his local storage (ex : computer cr
can use this function to retrieve the content (XML KMEHR)

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsistent Status : when the prescription has been revoked , archived, is in Proces

Inputs Integration Module Order Type Name Description
1 String Rd RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description

GetPrescription  prescription Structure containing metdata + Prescriptio
ForPrescriberResi content as a Validated XML Kmehr message.
Attributes of the structure :

- creationDate : Calendar

- encryptionKeyld : String

- patientld : Long

- prescription : byte[]

- rid : String

Implementation Detall

Step Description
1  The module checks the SAML token.

2 The module generatemn XML request.

3  The message is ciphered using the Encryption Token of the recipient (sed
personal Encryption Token of the sender is attached to the request. (The r
is Recige)

4  Message is sent to Reea#p Recipe returns thaesult as a SOAP message

5  The message is decrypted. (Method "unseal()" of the ETEE framework is us
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6  The module requests the Encryption Token (Signed Public Key) of the KGS
to ETK Depot (eHealth service)

7  The module generates a "Symmetric Key request”

8 The message is ciphered using the Encryption Token of the recipient (seg
personal Encryption Token of the sender is attached to the request. (Rec
KGSS)

9 The Sealed Responsaaseived from Kgss, the module decsjftlt contains th
secured encryption key

10 the message is decrypted using unsealForUnknown()

5.3.7"LISTFEEDBACK" [PRRSBER INTEGRATIONDWLE]

Operation Name listFeedback

Class Name PrescriberintegrationModule

Description This action list all the feedbacks sent by prescription executbis action requires that v
have your personal private key (SSIN=<niss>.p12) enabled in the module. There ig
configuration possible :

- Single practice: system certificate = personal certificate : the private key is
enabled. No additional step required!

- Fallback Session: the fallback session automatically enable the private ke
the personal password). No additional step reed !

- Shared workstation: system certificate is a group practice certificate or
certificate of a legal responsible different of the care provider. The private
the care provider must be enabled using the API setPersonalPassword(). |
only be done once per session.

'When to be triggered There are different options:

- can be invoked on a regular basis (ex : 2x per day) and display incoming messages
to the prescriber.

- can be invoked on demand by the prescriber (ex : whenrégeiber open a specific
screen)

Errors Technical Services Exception such as Connection failure, Encryption
Encryption Error : ex: if available private keys do not match the public key used
encryption

Inputs Integration Module Order Type Name Description

Output Integration Module Type Name Description

List<ListFeedbacklterlistFeedbackList of feedbacks ListFeedbackltem is
structure containing following fields :
- content: byte[]
- rid : String
- sentBy: Long
- sentDate : Calendar

Implementation Detail Step Description
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1 The module checks the SAML token.
2 The module generates &ML request.

3  The message is ciphered using the Encryption Token of the recipient (sea
personal Encryption Token of the sender is attached to the request. (Ther
is Recipe)

4  Message is sent to Reetp Recipe returns the resulis a SOAP message

5 The message is decrypted. (Method "unseal()" of the ETEE framework is us

6 Each single feedback is then decrypted using unseal() method

5.3.8"SETPERSONALPASSW(JRRESCRIBER INTEGIR®NMODULE]

Operation Name

setPersonalPassword

Class Name PrescriberintegrationModule
Description This action unlock the personal private key stored in_ the f

GKEYSTORE AUTH P12 FGIBERG KA & Fdzy OlA2Yy Aa 21
user aims tainseal messages addressed to him (ex : liskeedbacks)

\When to be triggered

can be invoked once per session before ListFeedbacks

Technical Exception such as Wrong password, File not found

Inputs Integration Module Order Type Name Description

i #N/A #N/A #N/A

| #N/A #N/A #N/A

i #N/A #N/A #N/A

| #N/A #N/A #N/A

i #N/A #N/A #N/A

Output Integration Module } Type Name Description

i String password The password of the keystore
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Implementation Detail

Step Description

1 The module scan the fold&dEYSTORE AUTH P12 FOKMHER name
G{{LblfaaAyYBHF PLIMH D

If password matches, the module add the private encryption key t
current keystore

N

‘ ‘5%785.3.9 "LISTOPENPRESCRIRTIPRESCRIBER INREAGION MODULE]

Operation Name

listOpenPrescription

Class Name

PrescriberIintegrationModule

Description

This action Lists prescriptions created by the prescriber that are still in
"NotDelivered"

'When to be triggered

There are different option
- can be invoked on a regular basis (ex : 2x per day) and update the local s
- can be invoked on demand by the prescriber (ex : when the prescriber open &
screen)

Errors

Technical Senés Exception such as Connection failure, Encryption failure

Inputs Integration Module Order Type Name Description
Output Integration Module Type Name Description
List<String.List of rid
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Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Tokére eécipient (seal(
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4 Message is sent to Reetp Recipe returns the result as a SOAP messagg

5  The message is decrypted. (Method "unseal()'thef ETEE framework
used).

‘ ‘5%.—95.3.10 "UPDATEFEEDBACKFLIRRESCRIBER INTEGRNTMODULE]

Operation Name

updateFeedbackFlag

Class Name

PrescriberintegrationModule

Description

Action to be usetb change the “feedback flag".

'When to be triggered

The feedback flag is already set during the "CreatePrescription" step. This
operation should be used by the prescriber if he changes his mind

Errors

Technical Services Exception such @snnection failure, Encryption fail
Inconsistent Status : when the prescription has another status than "NotDelivered"

Inputs Integration Module

Order Type Name Description
1  String rid RID of the prescription (size = 12 chars)

2 boolean feedbackRequestShould be set to true, if the prescriber d
want a feedback from the executor, this 1
should be set to false
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Output Integration Module
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Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipient (b
personal Encryption Token of the sender is attached to the request.
recipient is Recip)

4 The message is sent to Reejpnothing is returned if the action is proces
successfully (otherwise, an exception is thrown)

‘ ‘5%.—]:@5.3.11"GETPRESCRIPTICQNOR EXECUTOEXECUTOR INTEGRATMODULE]

Operation Name

getPrescription(for Executor)

Class Name

ExecutorintegrationModule

Description

This action returns the content of the prescription (KMBt#Rdard) When the execu
receives the prescription, Re@plocks it. The executor MUST notify Recipf take
actions (MarkAsDelivered, MarkAsUnDeladg))

'When to be triggered

When the barcode of the prescription has been read

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsistent Status : when the prescription has been revoked , archived, is in Procg

Inputs Integration Module

Order Type Name Description
1  String rid RID of the prescription (size = 12 chars)
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Output Integration Module

Type Name Description

GetPrescription prescription A structure containing :

ForExecutorRes! - creationDate : Calendar
- encryptionKeyld : String
- encryptionKey byte[]

- feedbackAllowed : boolean

- patientld : Long

- prescriberld : long

- prescription : byte[](The XML clea
content)

- sealedContent : byte[] (The ses
content to be archived)

- prescriptionType String

- rid : String

- timestampingld : String

Implementation Detail

Step Description

1

10

The module checks the SAML token.
A XML request is generated

The message is ciphered using the Encryption Token of the recipien)),(teq
personal Encryption Token of the sender is attached to the request.

Message is sent to Reetp Recipe returns the result as a SOAP message
The message is decrypted. (Method "unseal()" of the ETEE framework is

The modulerequests the Encryption Token (Signed Public Key) of the
service to ETK Depot (eHealth service)

The module generates a "Symmetric Key request"

The message is ciphered using the Encryption Token of the recipient (se
personalEncryption Token of the sender is attached to the request. (Reci
KGSS)

The Sealed Response is received from Kgss, the module decrypt it. It con
secured encryption key

The message is decrypted using unsealForUnknown()

‘ ‘5%4—15.3.12'MARKASUNDELIVEREBXECUTOR INTEGRATNODULE]

Operation Name

markAsUnDelivered

Class Name ExecutorintegrationModule
Description PLWIRFGS GKS adliddza 2F GKS LINBSaONAR LI
RSt AGSNBERQ® ¢KAa | OQGA2y dzyt201a GKS

'When to be triggered

When no items have been delivered
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Errors Technical Services Exception such as Connection failtmeryption failur
Inconsistent Status : when the prescription has been revoked , archived, is in Pr

Inputs Integration Module Order Type Name

1 String rid

Description
RID of the prescription (size = 12 chars)

recipient is Recip)

Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1  The module checks the SAML token.
2 The module generaten XML request.

3 The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques

4 The message is sent to Reejmothing is returnedf the action is process
successfully (otherwise, an exception is thrown)

‘ ‘%.3.13'MARKASDELIVEREDXEEUTOR INTEGRATNMODULE]

Operation Name markAsDelivered
Class Name ExecutorintegrationModule
Description VWIRFGS GKS adGliddza 2F GKS LINBAONRLIA

delivered, the prescription won't be delivered by another pharmacist
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'When to be triggered
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When at least one item of the overall prescription is delivered

Errors

Technical Services Exception such as Connection failure, Encryption
Inconsistent Status : when the prescription has been revoked , archived, is in Pr

Inputs Integration Module

Order Type Name Description
1 String ri

d RID of the prescription (size = 12 chars)

Output Integration Module

Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipient
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4 The message is sent to Reeimothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)

‘ ‘5%.—1—35.3.14'MARKASARCHIVED" EOUTOR INTEGRATIRQDULE]

Operation Name

markAsArchived

Class Name

ExecutorintegrationModule
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Description
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This action allows Ree® to remove the prescription from the central stor:
Encryption key is also removed from eHealth.

'When to be triggered

When thepharmacist has successfully archived the prescription with externatup
system. The prescription must be archived in his encrypted version including s
+ encryption keys

Errors

Technical Services Exception such as Connection failure, Emcryfailare
Inconsitant Status : when the prescription has not been deli
Invalid Prescription : when the prescription does not
Access Rights : when the executor does not have rights for an update (ex : ph
that want to deliver a nurse presption)

Inputs Integration Module Order Type Name Description
1  String rid RID of the prescription (size = 12 chars)
Output Integration Module Type Name Description
#N/A #N/A #N/A

Implementation Detail

Step Description
1 The module checks the SAML token.

2  The module generates an XML request.

3 The message is ciphered using the Encryption Token of the recipien)
the personal Encryption Token of the sender is attached to the reques
recipient is Recip)

4 The message is sent to Reejmothing is returned if the action is proceg
successfully (otherwise, an exception is thrown)

‘ ‘ 5:3-145.3.15'"CREATEFEEDBACK'HEXMTOR INTEGRATIONDWLE]

‘Operation Name

createFeedback
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ExecutorintegrationModule

Description

This action creates a feedback for the prescriber about a specific prescription.

\When tobe triggered

When something special about the delivery should be notified to the Prescrib
generic medicine delivery, dosage change)

Errors

Technical Services Exception such as Connection failure, Encryption failure

Inputs IntegrationModule Order Type Name Description
1 Long prescriberld NIHIlid of the recipien{the same one as the o
received by GetPrescription.prescriberld).
String rid RID of the prescription (size = 12 chars)
byte[] feedbackTexXml message containing the feedback
Output Integration Module Type Name Description
#N/A #N/A #N/A
Implementation Detail Step Description

1  The module checks the SAML token.

2  The module requests the Encryption Token (Signed Public Key) of rec
ETK Depot (eHealth service)

3 The module generates an XML request.

4  The message is ciphered using the Encryption Token of the recipient
the personal Encryptiofioken of the sender is attached to the request.
recipient is the prescriber)

5 ¢KS YSaal3aS Aa SYyNAROKSR gAlGK YS

6  The message is ciphered using the Encryption Token of the recipient
the personal Encryption Tokefithe sender is attached to the request.
recipient is Recip)

7  The message is sent to Reejmothing is returned if the action is proces

successfully (otherwise, an exception is thrown)
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‘ ‘5.—3.—1—55.3.16'LIS'I\|OTIFICATION$EXECUTOR INTEGRATNODULE]

Operation Name

listNotifications

Class Name

ExecutorintegrationModule

Description

This functionreturns a list of notificationdPrescriptions coming from Prescribers. W
notifications are retrieved, they are automaticatharked in the system as read, they sta
the system for a defined period of time (ex : 7 days).

'When to be triggered

There are different options:
- can be invoked on a regular basis (2x per day) and display the messages as popup tq
executor

- can be invoked on demand by the prescriber (when he opens a specific screen)

Errors

Technical Services Exception such as Connection failure, Encryption failure

Inputs Integration Module Order Type Name Description
Output Integration Module Type Name Description
List<LidNotificationgtem>List of ListNotificationsltem is structure contain
notifications :

- content : byte[]
- sentBy: Long
- sentDate : Calendar

Implementation Detail

Step

Description
The module checks the SAML token.

The module generates an XML request.

The message is ciphered using the Encryption Token of the recipient (sea
personal Encryption Token of the sender is attached to the request. (The reg
Recipe)

Message is sent to Reeadp Recige returns the result as a SOAP message

The message is decrypted. (Method "unseal()" of the ETEE framework is used
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6 INTEGRATION OPTIGNWEBSERVICES

6.1 OVERVIEW

6.1.1 PRESCRIBER SOFTWARE

The section below describes the technical scope of the development work, concerning functionalities to foresee by the
Software Provider ithe software of the Software Provider to integrate with the Reeigystemand eHealth

¢CKS TAIANE o0St2¢ akKz2ga Ittt GKS OGA2ya (2 0SS LISNF2N)S
integrated with the Recifg system.

Figure5 ¢ Integration Option 2 (Webservices)Prescriber

The red rectangle represents the software of the Software ProvatdPrescribersThe greefblue rectangle represents
the Recipe central sysmand eHealth common services

We consider two types of functionalities:
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